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1. Introduction

1.1About TEMASOFT FileMonitor

TEMASOFT FileMonitig en advanced, unique file monitoring solution that delivers insight into the file and
process / application related activity on Windows and Linux computers, enabling a broad array of use cases coveri
security, business continuity, data leakage preventinod aompliance needsJnlike any other file monitoring solution,
TEMASOFT FileMonitor is capable of monitoring copy operations and file content duplitabogh sophisticated on
disk and inmemory correlations based on how processes manipulate ddtamugh TEMASOFT FileMonitor, IT admins
are able to:

Monitor

- Basic fileand folderoperations: read, write, delete, attributes changes, security attributes changes (changes to
the file ACL);

- Advanced file operations: file copy arfide content duplicationjrrespective of the application responsible for
copying the file and how it performs the actual copy (via a file copy API, or via read / write sequences), as well :
irrespective of the destination of the new file (network, USB / removable storage detigas well as file
renamed, file archived, file uploaded by browser anddttached to aremail (via Outlook);



- Applications and process activity: process created and process stopped;
- User activity related to files and applicatigns

- The activity of uses with administrative privileges

- The files being changed

- File integriy through file content hashing.

Alert
- Through real time actions whemcertain activity is generated.
Report
- Through 100+ customizable, predefined reports and report templates

Integrate

AL~z A~

- .8 GNARGAY3 GKS AYTF2NNIGA2Y 0 S aryhBsy DRfilesTEMASGR FilgéMonitarK S
integrates with any existing SIEM solution.

For all of the above monitoring evenlsEMASOFileMonitor deliversctionableinformation abou the following details:

- Timestamp

- Source computer;

- User responsible for the action;

- What the action was (file write, file copy, process started, gtc.)

- Full path and names dite(s) was/were involved

- PID and source executabléthbe processnvolved;

- Content hash of the file(s);

- Details about the operation (like the attributes for a file attribute change event);

- Special flags (like signal when the operation was performed by a user with administrative privileges, or when a fi
was madified as a resulif the event or when a file was copied on removable storage dgvice



1.2HowTEMASOFT FileMonitworks
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Figurel: HoOwTEMASOFTI&Monitor works

TEMASOFT FileMonitor is an agent basedisolmanaged by a web interface, which uses a Microsoft SQL Server
Database tastore the monitoringdata.

TEMSOFT FileMonitor uses FileMonitor Agents to record information about the file activity on the computers
being monitored. This information is tran#ted securely to the FileMonitor Server Service which salve information
Ay GKS aAONERa2 7T Ndxvthe FleRonEQubEkintdXaca williexpése tive information, as well as provide
support for configuring the product and delivering th@nfigurations to the FileMonitor Agents via the FileMonitor Server
Service.

The FileMonitor Sever Service requires domain administrative credentials in order to be able to deploy ant
manage the FileMonitor Agents in the domain. It also requinesrunning user to possss CREATE ANY DATABAGSE
2y GKS aAONPRa27Ti ajdDB OWNERGatDNEach ofyite iprodlicd databasés order to be able to
create, update and maintain tHEEMASOHMileMonitor database(sTheproductinstaller attemptgo set these privileges
automatically.



TEMASOFT FileMonitor components
The main components of the product are:

a) The FileMonitor Server: thisandlesthe managementand storage aspects of thgroduct and needs to be
deployed once in every environment ormain. It consists of the following components:

a. The web user interface: this is a web application that delivers functionality to manage the product
features as well as peoim data analysis and reporting;

b. The FileMonitor databagg) one or multipleMicros2 T & { v [ { S NI&IScNare cridted byo | a
the product on installation or when the databaseupdated Every moment there can be only one
active databaseThis database holds thmonitoring datacollected and conveyeby the FileMonitor
Agents

c. The HeMonitor Server service: this component is responsible for performing the actual management
of the agents, including communication, storage of the information being recorded by the agents, as
well as interacting with the web user interfgce

b) The FileMonito Agent: this is the operational component that performs the file monitoring functionality and
must be deployed on every computer that needs to be monitored. It makes use of a-keodel driveror
other similarmodules(depending on the target operatingstem)that perform all the necessary operations
in order torecord anddeliver the expected information.

2 InstallingTEMASOFT FileMonitor

This chapter presents the necessary steps to f@kerder to install the TEMASOFT FileMonitor Serer and deploy
the HleMonitor Agents as well as typical deployment scenarios

2.1Getting $arted

The TEMASOFT FileMonitor Servetaliation kit is delivered as aaxecutablewhich rurs on Windowsx64
architectures In order to get started, you need to run this installatkiht £ SI &S NBGZASg (GKS a-{ & ai
chapter first.

2.2Systenrequirements

TEMASOFT FileMonitor Server
Software environment:

- Operating systemdVindows Vista and newer, Windows Server 2008raader x64only architecture;
- Software prerequisitesrfstalled automatically if not present):
o aAONR&2F(0 { BprngwsSNIAINH @GNYiLI OG k SELINB&E SRAL
2012 or newer;We recommend to use a dedicated production SQL Server 2012 or newer installed
on a different maching
o0 Microsoft lIS 7 or newer;
A No othersite orservice running on port753TCP
Microsoft Visual C++ 2012 Redistributable Package
Microsoft .Net Framework 4;5
Windows Management Framewaqrk
Asp.net MVC4
WebDeploy 3.0

O O O O O

Hardware environment:

Minimum requirements:



-  CPU2cores

- Memory:4 GB RAM

- HDD storagel0 GB HDD
- NIC:1Gh

- Video: 1440 px width.

Recommended:

- CPU4 cores

- Memory:8 GB RAM
- HDD Storage30 GB
- NIC:1Gh

FileMonitor Agent
Software environment:;

- Operating systems
o Windows Vista and newer, Windovg&rver 2008 and newgx86 or x64 architecture
0 Linux distributiongmore editions will be supported in future builds)

A Ubuntu 14.04 x86

Ubuntu 14.04 x64

Ubuntu 15.10 x86

Ubuntu 15.10 x64

Debian 8.3 x86

Debian 8.3 x64

CentOS 7.2 x64

RedHat 7.5erverx64;

RedHat 7.2 Desktop x64

SUSE Server 12 SP1;x64

OpenSUSE Leap 42.1 x64

> D> D> D> D> D

- Settings / Policietor Firewall
o Network discovery
o0 File and printing sharing

Hardware environment:
Minimum requirements:

- CPU1 core 2Ghz CRU
- Memory:1 GB

- HDD storagelO GB

- NIC:100Mb.

Recommended:

-  CPU4core CPU

- Memory:4GB

- HDD Storage20GB
- NIC:1Gh.

Firewall exclusions

- Note: The installer adds firewall exclusions for TEEMASOFT services automatically.



2.3Deployment scenarios

The TEMASOFT FileMonitor Server can be installed on any computer that mdétsNnitor Serveminimum
system requirements. It can, then, be utilized to deploy the FileMonitor Agents across the network on any cahgiuter
meets the FileMonitor Agent mimum system requirementg.ypically, the product can be deployed in both domain and
workgroup environments.

2.3.1 Installing TEMASOFT FileMonitor Server

These are the steps needed to install TEMASOFT FileMonitor Server:
Installation Wizard

- Run the installatiorkit by doubleclicking on the Serverinstatlexe program. The installation will unpack the
necessary files;

- Installation detects any missing software preresjigis and then lists all software prerequisites and their
adlddzae /tAO] miksiigsoftwaré prerequisitefonfhis §tepfitis retoyhitended to have an
active internet connection, as some of tineissing prerequisitesnight need to be downloadeffom the
internet.

% Temnasoft FileMaonitor Server Installer — oy

In order to install Temasoft FileMonitor Server you must first
install these components:

Microsoft Visual C++ 2012 Redistributable Package (x54] ~
Microsoft .Met Framework 4.5 (Installed)

Windows Management Framewaork (Installed)

Asp.MNet MVC4 w64 (Installed)

WebDeploy 3.0 x84 (Installed)

[+] Temasoft FileMonitor Server b
£ >

Install Close

Windows 8 (x64)

Figure2: Installation prerequisites

NOTE: If you dselect any of the software prerequisites, you will need to install it manually, otherwise the
product installation may not succeed.
- Once all the prerequisites are installed, the installation kit will run the product installer
- The first didog presents the EULA and requires yougad andaccept its termgo be able to continue with
the installation and to use the productA 01 G KS &L F OO0OSLIi GKS GSNya 27
FyR Of A0l daLyadltté¢ G2 O2yGAydzsS



ﬁ‘ﬁ Temasoft FileMonitor Server Setup — >

Please read the Temasoft AleMonitor Server
License Agreement

TEMASOFT  [TEMASOFT END USER LICENSE AGREEMENT ~
FileMonitor IMPORTANT - READ CAREFULLY

This End-User License Agreement ("EULA") is a
legal agreement between you and TEMASOFT for
this TEMASOFT product, which includes computer
software and may include associated media,
printed materials, and “online” ar electronic
documentation (*Product™). An amendment or
addendum to this EULA may accompany the
Product or future releases of the Product. YOU
AGREE TO BE BOUND BY THE TERMS OF THIS
EULA BY INSTALLING, COPYING, OR OTHERWISE
. w, USING THE PRODUCT. IF YOU DO NOT AGREE, DO v

(@))jj);

[ accept the terms in the License Agreement:

Print Back Inztall Cancel

Figure3: Installation license agreement

- bSEGT GKS Ayadrttldrzy 6Aff LISNF2NY G(KS ySOSaal |
] tAO]1 GCAYA&KE (2 O2YLX SGS GKS AyadlttliAzyd ¢K!

The settings required for the Default Configuration Wizard differ depending on the deployment scenario. Please
continue reading the deployment scenario that fits your IT environment.

2.3.2 DeployingTEMASOFT FileMonitmman AD based network

Default Configuration Vizard

- /JtA0l GabSEGéE 2y GKS a2S8t02YS 5Af23¢ G2 LINROSSRT
- G{SNBAOS ! 002dzyii¢ aSOlAzyy LXSrasS SyadSNI G4kKS O
DOMAINUsernam& ¢ KS ONBRSYyGAlfa FINB @FtARFGISR gKSy Of

credentials are invalid, the installation will not proacke

The Default Configuration Wizard will register the TEMASOFT FileMonitor Servareto run under these
credentials. The service requires domain administrative credentials in ora@ntoect toremote computers
in the domain, for installing, updating, removing and maintaining FileMonitor Agents.



FileMenitor Server Configuration d

[ N TEMASOFT
= |FileMonitor

Configure FileMonitor Server service

Welcome

. Please choose the FileMaonitor Server service account
Service Account

Configure SQL Server

User: DOMAIN\Usermname
Install 115 and features

i D P rd: |[eessssssnsnsny
Windows Authentication as5Wol | |

Register ASP

Deploy Website

Next > Skip »> Cancel

Figure4: Default ConfiguratiohVizard- Service Account section

G/ 2y FAIdINB {viftEEHBSHEt 560i2yPY2F G(GKS SEA&GAY3T
the installation kitcan deploy locally the Expressedition of Microsoft SQL Server024, in case nmther
aAONRaz2Fld {v[ {sdedasSexseldoythe fypeyolebtmtication to be used. In case SQL
Authentication is used, you will need to provide the SQL credentials of a user accour@REATE ANY
DATABASHght. This user should also have the DB_ OWNER role on every database that will be created by tt
product. The installer will verify if these privileges are set and will attempt to set them automatically if not
already setlf Windows Authentication is used to access the database, it is recommended to use a user whe
is member of theAdministratorsgroup, as, bylefault, this group has all the necessary rights to perform the
necessary database operation¥he Default Configuration Wizard will verify the SQL settings before
proceeding and prompt to correct any errors.

FileMonitor Server Configuration *

[ N TEMASOFT
< FileMonitor Configure 5QL Server
) Install SQL Server 2014 Express

@ ) )
Welcome # Configure installed SQL Server
Service Account Server name: ¥

Configure SQL Server _—
Authentication: | Windows Authentication ¥

Install 115 and features c =
nstall fls and Teatures {Windows Authentication

Windows Authentication Mixed Authentication

Register ASP

Deploy Website

Skip »> Cancel

Figure5: Default ©nfiguration Wizard Configure SQL Server section



- aLyadlrftAay3a LL{ YR FSIGd2NBa¢ aSOGA2Yy | yR &dzaS]l
the subsequent steps. The wizard vetiablelISlocally, configure it accordingly and thewill deploy the
necessary files for TEMASOFT FileMonitor Server. The website will run porTC/3by default.

FileMonitor Server Configuration s

l

" TEMASOFT

2 |FileMonitor

Configure IS

Welcome

Installing II5 and feature

Service Account
Configure SOL Server
Install IS and features
Windows Authentication

Register ASP

Deploy Website

Mext > Skip »> Cancel

Figure6: Default Configuration Wizardnstall IIS and features

Deploying Agents in an Active DirectoBomain environment

The next step, after having installed the TEMASOFT FileMonitor Server, is to deploy agents on the dome
computers that need to be monitoredlThe user interface delivers functionality to add agents either manually, or
automatically, fran the central consoleThe automatic deployment works either by adding the computer IPs or names
G2 GKS dzZaSNJAYUGSNFI OS FyR OfAOlAy3a GKS aLyaidltt | 3Syi
from a text file (formatted asne computer name or IP per line).

When installed in a domain environment, TEMASOFT FileMonitor Server will present an additional option, whe
Of AOTAY3a GKS atfdzaé odzitz2y Ay (KS aaz2yAld2 NBisplaydhe tlakdzi S|
computers present in Active Directory, and enable you to select the ones that you want to méthiase note that in
order to be able to retrieve the list of computers in Active Directory, the service must run under domain administrative
credentials and the TEMASOFT FileMonitor Server needs to be installed on a computer in the domain.

Alternately, you can get a list of computers from AD as follows:

0 Open a PowerShell console with domain administrative rights
0 Run the following commands:
A import¢module ActiveDirectory;
A GetADComputerPropertyNam¢g Format-Table NameWrap cAuto | Out-File %path to your
file%
ALYy KS 1620S O2YYlIYRX LX SIFaAS NBLXFOS 22 LI (K
that will contain the list of computerg:or example:
GetADComputerFilter {OperatingSystenhike "Windows *Server*JProperty * | FormatTable
Name-WrapcAuto | Out-Filed 8 ddmaincomputers.txt



A The-Filterswitch allows filtering the results by a variety of parameters. For example, @r tod
filter servers, you would useFilter{OperatingSysterrLike "Windows *Server*;}

o Import the resulting list of computers in the FileMonitor Server user interfa&c&ettings-> Monitored
computers:

A1 2885NI 205N OKS L) dza A O2y¢

A Selectimport from Actve Directory (oimport from fileif you used Power Shell to build a list of
computers)

1 (import from file option)Browse and select the fil@ntaining the list of computers;

0 Select the computers you want to use; (import from file option will add athmders in the file for
monitoring)

0 Optional: add computers into monitoring grouipsorder to centralize management of authentication settings
FYR Y2YAUG2NRAY 3 LINBTFAL SA I coRespddliggoNdacli Bompu@iS andl sel&ctng d :
GKS G9RAGE 2LIA2yd tfSHasS Grairid OMMLIGERI G (6 MBRT.
this guide, for more information on monitoringgtdiles, and maitoring groups;

0 Once a computer is added to the list, the agent installation procdbstait automatically. In casef erroror
for other reasonsyou canalsé f A O1 & Léyo&tart tHe figertt AsGayation manually;

o0 Wait for the FileMonitor Swer to deploy the agents on the computers to be monitored. Th@fisbomputers
in FileMonitor Server user interface Settings> Monitored Computers reports on the completion status of
the above process, for each computer.

For more details about expting the list of computers in an Active Directory environment, please follow
http://blogs.technet.com/b/askds/archive/2010/02/04/inventoryagacomputerswith-ad-powershell.aspx

For a step by step guide to adding a monitored computer, pleaseQi&itr LJG SNJ o &/ 2y FA 3 dzl
subchapteo ®m G a2 VA (2 MEiBguide. OKA Yy Saé

2.3.3 DeployingTEMASOFT élMlonitoron an NorAD based network

Default Configuration Wizard

- JtA0O1 abSEG¢ 2y GKS a2S8St02YS 5AFf23¢ (G2 LINROSSRT

- a{ SNDAOS ! 002dzyié¢ &aSOUA2Y NocalAlintnisttatr Theyciedeitihldiake Validatid R ¢
gKSy Of AO1AYy3d abSEléd ,2dz OFyy2i &1ALI GKAA adSLIo
The Default Configuration Wizard will register the TEMASOFT FileMonitor Server Service to run under the
credentials. The service requiréscaladministrative credentials in order feerform the necessary operations


http://blogs.technet.com/b/askds/archive/2010/02/04/inventorying-computers-with-ad-powershell.aspx

FileMenitor Server Configuration >
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Configure FileMonitor Server service

Welcome

. Pleaze choose the FileMonitar Server service account
Service Account

Configure SOL Server

User: COMPUTERWsername
Install 1S and features

Pass'ﬁlor‘d: LLA L L L L L]l

Windows Authentication
Register ASP

Deploy Website

Figure7: Default Configuration WizardService Account section
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installation kit can deploy locally the Express editioMafrosoft SQL Server 201i4 case no other Microsoft SQL

{ SNISNU AyaildlyOS Aa aStSOGSR® b Sk dasesSOI Aibdnticatiéhds used LI
you will need to provide the SQL credentials of a user account with CREATE ANY DATABASE right. This user s
also have the DB_OWNER role on every database that will be created by the product. If Windows Authenticatic
is used to access the database, it is recommended to use a user who is member of the Administrators group,
by default, this group has all the necessary rights to perform the necessary database operations. The Defal

Configuration Wizard will verifne SQL settings before proceeding and prompt to correct any errors

FileMonitor Server Configuration x
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- TEMASOFT

.; F Il e M 0 ﬂItDr Configure SQL Server
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i

® Configure installed SQL Server

Welcome ) Install 5QL Server 2014 Express

Service Account Server name: V

Configure SQL Server -
Authentication: | Windows Authenticaticn ~

Install lIS and features e o
mitall fls and feafures ‘Windows Authentication

Windows Authentication Mixed Authentication

Register ASP

Deploy Website

Figure8: Default Configuration WizardConfigure SQL Server section
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subsequent steps. The wizard will deployldi&lly, configure it accordingly and then will deploy the necessary
files for TEMASOFT FileMior Server. The website will run on TCP datb3by default.

FileMenitor Server Configuration *
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2 |FileMonitor

Configure IS

Welcome .
. Installing IIS and feature

Service Account
Configure SQL Server
Install 1S and features

Windows Authentication

Register ASP

Deploy Website

Mext = Skip == Cancel

Figure9: Default Configuration Wizardnstall IIS and features

Deploying Agents i workgroupenvironment

The next step, after having installed the TEMASQENWmitor Server, is to deploy agents on the computers that
need to be monitored. The user interface delivers functionality to add agents either manually, or automatically, from the
central console. The automatic deployment works either by adding the atam{Ps or names to the user interface and
Of AOTAY3a GKS aLyaidltt F3Sylhe tAYy1Z 2N o6& AYLRNIAy3
(formatted as one computer name or IP per line).

For deployment imon ActiveDirectory envirmments, we recommend the use of the manual option, because for
deployment to take place successfully, the FileMonitor Server requires administrative credentials for the remote
computers. Since these are not in a domain, local administrative credentitlessd# computers are needed. In order to
add a computer to be monitored, please follow the below steps:

o FileMonitor Server user interface Settings> Monitored computers:

A1 2@885NI 205N OKS L) dza A O2yé
A{8tS80G 6 ' RR K2adylryYsS k Lté

o Enter the name of the mote computer

0 Optional: select a group for central managenment

o {StSO0 GUKS d2AyR2gaé¢; ISYSNRAO Y2yAU2NRAYy 3 LINRPFALS

o / tA01 GKS al dzikKSyGuAaAOrdAazye (o

o0 Enter credentials for a local administrator on the target computer in the format
TARGECOMPUTERSsername angbassword;

o hLliAz2ylty OfA01 GUKS aidSaid O2yySOGA@AGee odzilizy o

o Click on Save



For a step by step guide to adding a monitored computer, that describes in detail all available parameters, plea:s

—
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Automating deployment ofFileMonitor Agents in workgroup environments
Alternately, you can also automate the deployment of the FileMonitor Agent on workgroup computers as follows:

0 9ELRNI GKS tAad 2F | @I Aftdgnsae YOEZW LddimEnd: radéexe N zghy A
administrator(for example: nbtstaty’ B\t & RY @G E G ¢

o Clear the header of the file and only keep on computer name peclieenove the rest of the informatiogn

o0 On each remote computer, create a user account with the same nampassivord as the user account that
the FileMonitor Server Service runs undes configured duringhe Default Configuration Wizard;

o Import the resulting list of computers in the FileMonitor Server user interfac&ettings-> Monitored
computers:

A Hover2 @SNJ G KS ©yL) dza A O02vy¢
A Select import from file
A Browse and select the filontaining the list of computers;

o0 Optional: add computers into monitoring groups in order to centralize management of authentication settings
and monitoring profiles, by hoveringbS NJ (i K S & 8ofésphhding tdéagh computer, and selecting
GKS G9RAGE 2LIaA2yd tfSHasS Grairid OMMLIGERIG (6 MBRT.
this guide, for more information on monitimg profiles, and monitoring groups.

0 Agent installation will start automatically once a computer is added to the list. However, you catickso ¢
G Ly ad léfater fof eAcd yoinputein case the automatic installation failed (e.g. if the computeoidive
at that moment)

o0 Wait for the FileMonitor Server to deploy the agents on the computers to be monitored. The list of computers
in FileMonitor Server user interface Settings> Monitored Computers reports on the completion status of
the aboveprocess, for each computer.

2.3.4 Monitoring file activity on Network Attached Storage (NAS) or Storage Arec
Networks (SAN)

TEMASOFT FileMonitor uses Windows or Linux agents in order to monitor file, user and application activity ¢
remote machines. There aresms when the storage that needs to be monitored does not reside on a file server, or on a
computer, like in the case of virtualized storage, SAN or NAS environments. Obviously, you cannot install and agen
those cases, but TEMASOFT FileMonitor englole$o monitor those locations as well. The produel#able to monitor
file access operations, as well as file copy operat{@@rsmost common types of documents using the most common file
managers)remotely. Hence, if a client computer connectsth storage, and theserperforms file operations, and the
client computer runs the FileMonitor Agent, the activity will be logged, and you will be able to monitor the activity by
filtering the FileMonitor data basedn the UNC path of the storage, prgg&8 SAGKSNJ Ay GKS G CAf
458aGAYFGA2Y FAES yIYSE FASEIRO

In order to monitor storage not hosted on Windows or Linux computers, please take the following approach:

o Deploy FileMonitor agents on all computers that are allowed to work with data hosted on NAS /SAN storage
o al 18 &adz2NS (GKIG @2dz SyFofS aY2yA{G2NI +Hff O2LkR 2L
o CAftGdSNI OASg Ay a5F 0 GASHSNE fallgws:i KS CAf SazyAd2N
A Enter the UN@ath, or part of the UNC path corresponding to the remote storage in the edit box
0St26s GUKS GCAtS blYSé FASERT YR k 2N a5Sai
GKS SRAG 02E FyYyR &aS8StS00G (GKS a/2ydGlAyaé 2LISH
A Ths will enable real time monitoring of the activity on that storage
A For more information on how to use the Data Viewer, please ref€ikto LJi0 SNJ ¢ a5 (|




0 Modify the Path centric report template and include the ©Nath above, as a filtering condition, as explained
in the description of the template. You will be able to report on the activity on the remote storage using this
report. For more information on how to use reports, please refeftapter 7 w S LJ2 NIi A y 3 €

2.4Testing your installation

At this point, you should have a FileMonitor Server installation up and running, as wellatber of FileMonitor
agents, deployed on your environment.

In order to test the deployment, please follaive below steps (provided that you have not noticed any errors
during the previous stages):

0 Open the FileMonitor Server consolettp://localhost:1753/FileMonitor (assuming you are on the same
machine where thfEMASOFT FileMonitor server has been instgledi K SNB A &aSs LI S as |
with the appropriate TEMASOFT FileMonitor Server IP);

o On first run, the browser may ask for credentials when starting theléiending on the configuration of the
browser. If this happens, please provide the credentials of the user who installed the product.

0 Next, you will see a Quick Start Guide that will instruct on how to proceed further.

o bFI@A3aLGS G2 GKS a5Fdl *+AS6SNE Gl oT

0 Take note of the information present in theid view on this tab. If you do not see any information, then
something is wrong. Please refer@ | LJ0 SNJ mn 6 ¢ iNBrdedtd ideatify the problgnd €

o If there is information, you may want to verify that itroes from all the FileMonitor agents:

A Enter the name (one at a time) of each computer that is monitored, in the edit box below the

GO2YLJzi SN fFoStT

/ tA0] KT JRAFSEST §0BdYyGKS aO02ylGlFAyasg 2LISNI G2 N

Note if there is any information present;

Repeathe step for each computer that is monitored
9 If for at least one, there is no information present, please verify that:

0 The computer is online
0 The computer is reachable via the network
9 Ifthe computer is both online and can be reached, but there is stilifileomation coming
FTNRBY Al LXSIFAS NBFSNI G2 OKFLIGSNI mn & ¢ N

> > >

2.5Upgrading from a previous version

TEMASOFT FileMonitor is able to automatically import the custom settings when upgrading. However, in order
makesure that the settings are not lost, and that they are imported even if they are not compatible with the new version,
please follow the below steps:

o D2 U\ProglamMate¢ SY I a2 Fi ¢

o / NBFGS | o0l O{dzLd O2Lk 2F (GKS a¢SYlFaz2¥Fide F2f RSNI

0 Uninstall the current vergiy SAGKSNJ 0& NMzyyAy3d (GKS ySg Ayailf
Features @A S¢ AYy 2AyR2¢6a&a [/ 2yiNRf tFyStf YR YIF{1S &dzN
files;

o Install the new version;

0 Settings should automatically be importd@ithey are not, please contact TEMASOFT support.

Please note that some configuration files are encrypted using EFS encryption with the key of the user accou
that the TEMASOFT FileMonitor Server had run under. Hence, if the new installation configuf&ASOFT
FileMonitor Server Service to use different credentials, then the previous configuration cannot be imported
(decrypted).


http://localhost/FileMonitor

3 Configuring the product

This chapter presents how to configure each and every aspect of the product, from configurawgrtpeters to

be monitored, and thus start collecting information, to reporting and changing licensing information.

3.1Monitored computers
Adding computers to be monitored is the first step after the installation process, and an important part of

deploying tle solution in your environment.

Viewing the list of computers to be monitored

0 Open the TEMASOFT FileMonitor web console by accéggingocalhost:1753/FileMonitor(assuming you
are on the same machine whethe TEMASOFT FileMonitor server has been instgllettherwise, please
NBLIX I OS af20lfK2aié¢ 6AGK GKS FLILIINBLINREFGS ¢9a! { h
o blr@A3aridsS G2 GKS a{SGiAy3a¢e LI 3IAST
Clickoni KS Gaz2yAl2NBR O2YLIzi SNEE YSydz 2LIiA2YyT
0 The interface has two tabs, erfor computers, and the other for groups.
A 2KSy aStSOiGAyYy3 ( Ksbof aprhpaityrs ddie Sbdldtofed Will be displayed.

o

Monitored Computers X - X

&«

2 rTuld

]
@€
a

C' | [ localhost:1753/FileMonitor/MonitoredComputers 9 =

EMASOFT

ileMonitor Dashboard @ Dataviewer GJ Reports £+ Settings @ @

R——— Monitored computers
Email settings TEMASOFT FileMonitor keeps track of files through agents which must be installed on every workstation or server that operates with sensitive files. Here you can specify on which computers you want to install the agents
Actions and alerts For more information on how to configure the computers and group containers, please refer to Configuring the product. Monitored computers

Monitoring profiles

SQL configuration Computers T R

Other settings YO x < Manage agent computers (status is updated automatically every 30 sec).

Licensing Hosthame Group Monioring profile  Operating system  Agentversion  Event logging type Status Action
192.168.100.136 Windows Windows 2016022401 Log to Windows Event Viewer ﬁ?ﬂeﬂﬁs) up and Uninstall agent | Update info View log file &
Accounting1 Windows Windows 2016022401 No logging ﬁﬁ’i"‘:{;) up and Install agent Update info No log data &
Accounting2 Windows Windows 2016022401 No logging ﬁ?”eﬂ’]g;] up and Install agent | Update info No log data &
Accountingd Windows Windows 2016022401 No logging ﬁﬁ,?,”w‘,ﬂs) up and Install agent Update info No log data o
Accountingd Windows Windows 2016022401 No logging ﬁf’”m’;) up and Install agent Update info No log data )
Fileserver1 Windows Windows 2016022401 No logging ﬁﬁ%’;’;) up and Install agent Update info No log data s
Fileserver2 Windows Windows 2016022401 No logging ‘:g’m’;) upand Install agent Update info No log data o
Fileserver3 \Windows Windows 2016022401 No logging ﬁ?ﬂeﬂ"';;f) up and Install agent Update info No log data o
Fileserverd. Windows Windows 2016022401 No logging ﬁ%?”‘:;) up and Install agent Update info No log data &
Fileserver5 Windows Windows 0 No logging Falled 10.coMeCt o jngtal agent Update info No log data o
Workstation1 Windows Windows 0 No logging E‘:;';dm‘: connectto Install agent Update info No log data &
Workstation? Windows Windows 0 No logging Falledio comect o jstallagent | Update info No log data &
Workstation3 Windows Windows 0 No logging :@:;dm‘: connectto Install agent Update info No log data &
Workstationd Windows Windows 0 No logging Faledlocomectio sl agent | Update info No log data &

Page 1 of 1 (14 items) [63] Page size:[20 ~

FigurelQ: List of computers to be monitored
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adding new groups. Please use these groups to centrally manage the settings (authentication an
monitoring profile) of multiple computers to be monitored. The list of groups contain the
following items bydefault:

1 Generic Windows Servegdefault group folWindows machines
1 Linux systemsg default group for Linux machines
T aAONRP&2F(0 O9EQRSEFE&M( { SNBP&ENBT2N aA ONR &2 Fi

T aAONR&A2TFG { KI quBfauR drofiifor MiErésoOEINEB t 2 Ay Gun a S 1


http://localhost/FileMonitor
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servers,

1 Windows Domain Controllers Default group for domain controllers runnindfindows
operating systems;

1 Windows Workstations; Default group for workstations running Windows operating
systems.

Adding computers individually

Ly 2NRSNJ G2 RR 02YLJziSNBE AQRYyGABRE SOES- aKREASKRADY
the necessary details:

(0]
(0]

Hostname or IP;

hLIiAz2yFfY a52 y20 Ayadltt F3Syd Fdziz2YFGAOFrtfeey
Servertoautoma A OF f t & Ayadrtf Iy 3Syld 2y (KAA& MQithed
Gaz2yAG2NBR /2YLMziSNARE¢ fAAGZ | yR f | dzy DS optidhs udedBlY 2 |
if the target host is not live or you need to delay the deployment process because of other reasons;
Optional: Group Name: Select thption if you want to assign this host to a group. The host can be assigned
either to a default group, or to a custom group which needs to be defined at an earlier stage;

Operating system: select the operating system of the host. This information wildgtwhen deploying the
TEMASOFT FileMonitor Agent;

Monitoring profile: Select one of the default monitoring profiles or create a custom one, before adding the
host. Monitoring profiles define the files/folders that are taken into consideration by TEMAS@MDNitor
Agents. The activity on these files and folders will be monitored, and reported to the TEMASOFT FileMonitc
Server. If you do not select any monitoring profiles, the TEMASOFT FileMagetaron this hostwill only
monitor copy operations angdrocess related activity.

Enable logging: Select this option if you want the TEMASOFT FileMonitor Agent on this host to creat
additional logs on the local machine, containing the information it collects (along with sending the information
to the TEMASOFCA f Sa2y A G 2N { SNOBSNO® ¢KSNB FINB Gg2 (e&LS
2 AYR264a 90SYyl +ASH6SNED® ¢KS fF0GSNI 2LJ0A2y SylofS
logs in EVTXormat.



Add or edit monitored computer

General settings | Authentication

Hostname or IP:*

Fileserver1

Group name:

No group

Operating system

@ Windows

Maonitoring profile:
Windows

W Enable logging

i Log to OS5 Log [[] Log to CsV file

Test connectivity Save Cancel

Figurell: Addor edit monitored computer

o0 Optional: Authentication: If not in a domain environment, or if the user credentials provided at install time do
not have administrative rights on this host, you may need to specify alternate credentials. The credentials
specifed here must have administrative permissions on the remote machine, in order for the TEMASOF
FileMonitor Server to be able to install and run the TEMASOFT FileMonitor Agent on this host.

Add or edit agent machine

General settings | Authentication

Authentication
@ Logon credentials ) Service credentials

User name:
Fileserveri\Adminuser

Password:

o.lililo.o.oilililo.o|

Test conectivity Save Cancel

Figurel2: Add or edit monitored computerAuthentication

o /ftAO0]l GKS a¢Said O2yySOiA Jmibrénationparidéd?iy valid Zor tMd Hos. a
TEMASOFT FileMonitor will attempt to connect to the remote machine and verify that it can safely ttheplo
TEMASOFT FileMonitor Agent. In case this operation fails, an error message will be displayed. Please
chaptermn & ¢ N2 dzo inSaderta troulslashoot further.
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A Add the host to the list of monitored computers;
A {GdFNI GKS RSLIX2eYSyid 2F GKS ¢9a!{hC¢ CAf Sa:
aaSyd Fdziz2zYFGAOFKtteéd dzyGAOlSROT
A Update the list of monitoring computers with the agent deployment status;
0 Ifthe test is unsuccessful, please refectmptery ®H G ¢ NP dzof SaK22dAy 3 | 3ISyd |

Addingmultiple computers

You can also add multiple computers to be monitored, by following this procedure:

o0 | 205N 205N) Ok ¥ Ra tafSdzBOGA LWL NI FTNRY TFTAf S¢
0 Select a file that contains the hostnames or IPs of the computers you want to add for nmanitohis file
must have a single entry on each line. Each line will be considered a separate host / computer. Such a file ¢
be generated in various ways, depending on the IT environment. Please see chaptercpldyfment
{ O S vy IfotHetails ©n how to get a list of computers invarkgroup or domain environment;
o / tA01 a! LIX2FRéd ¢9a! {hC¢ CAftSaz2zyAd2NI {SNIBSNI gAff
A Add all the hostnames / IPs in the file to the list of monitored computers;
A Start the deployment pragss;
A Update the list of monitored computers with théasus of the deployment process.

Adding custom group containers for centralized management of monitored computers

TEMASOFT FileMonitor allows definition of group containers for the monitored complibergroup containers
enable administration of multiple hosts by providing the ability to configure the monitoring profile and the credentials for
each group. Then, when adding computers to be monitored, simply add them to a group and there will be o need
specify monitoring profiles or credentials for them. In order to create custom groups, please follow this procedure:

0 Open the TEMASOFT FileMonitor web console by accéggingocalhost:1753/FileMonitor(assuming you

are on the same machine where the TEMASOFT FileMonitor server has been irstdliedwise, please

NBLX I OS af20lfK2aié¢ 6AGK GKS FLILIINBLINRFGS ¢9a! { h

br@A3arasS (2 GKS a{SdadAay3aaé¢ LI 3AST
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/£ A01 GKS Qtahetedislog widzpéng y

A Enter a name for the group;

Select the operating system;

Select a Monitoring Profile. You can also create custom monitoring profiles and use them. For

more informaton, please see subchaptér2 Monitoring Profiles

Optional: Enable additional logging to CSV or Windows Event Log for integration with SIEM o

other solutions;

AhLdA2yFEY {8f80G (KS d todpedhBayfeinat®dredicntaly to belLsed =
for the computers in this group. Note that TEMASOFT FileMonitor Server requires administrative
credentials on the computers to be monitored, in order to be able to install the TEMASOFT
FileMonitor Agent;

A tADPSa{iG2 ar @S @2dzNJ Odzai2Y 3N dzLJP

o O O O

> > >

>


http://localhost/FileMonitor

Add or edit group

General settings | Authentication

Name:
CustomGroup1

@ Windows

Monitoring profile:
Microsoft SQL Database Server

v Enable logging

J Log to Windows Event Viewer Log to CSV file

Figurel3: Add or edit group

Additional operations available for the list of monitored computers

Filtering Y
The list of monitored computers can be filtered based on the following parameters:

- Hostnameg string matching using string operatarenables filtering of computers with similar names or IPs;

- Groupg string matching using string operatogg€nables filtering of computers belonging to the same group;

- Profile¢ string matching using strinoperatorsg enables filtering of computers that have the same monitoring
profile assigned;

- Type¢ Windows or Linux enables filtering of computers of the same type;

- Agent Versiorg numeric matching using numeric operatarenables filtering of computerthat run an older
agent version;

- Statusg string matching using string operatargnables filtering of computers that have, or do not have a certain
status.

In order to filter the list of computers, please perform the following steps:

- 1 £ A01 2 FNH K& dabaw dialog will openPlease se® K | LJi SNJ ¢ 5 & dzo OKon LJi S
information on how to build a filter.

Deleting ®
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TEMASOFT FileMonitor Agent WIDTbe uninstalledt t S aS dzyAyadaltt GKS F3Syé o8
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Refreshing the view~

The view automatically refreshes the information every 30 secondsydautan also usthe da WS F NB a K€ 0 ¢
reload the list of computers to be monitoredou might want to use this button when deploying TEMASOFT FileMonitor
Agents on remote computers, while waiting for a status update.

Sorting the view

The user interfag allows sorting of the list of monitored computers based on any available column. Simply click
on the column that you wish to sort on. A triangle indicating the sort order will appear next to the name of the column.
Clicking again, will reverse the sortler.

Available actions for monitored computers
hGKSNI I OlAz2zya INB @At oftS F2NJ SFOK SyiuNeB Ay (KS

0 dUninstall agerg will remove the TEMASOFT FileMonitor Agent from the remote computer, but keep the
computer in the list. Yo can reinstall the agent at a later stage, without having to add the computer
again.

o GxASg taerimghotebtiis link will bring up a menu showing available log files. Typically for this
list, the log files available are generated during thstalation of TEMASOFT FileMonitor Agents on
remote computers. Click one log file will download that log file in the browser, and it may be automatically
opened with the default text editor, depending on the browser options. If the browser settings will no
2Ly GKS FAES Fdzi2YIFIGAOFftes aAavyLXe ylF@gaalras
there.

3.2Monitoring profiles

The monitoring profiles are very important for performing file activity auditing operations, as they instruct the
TEMASOFT FileMonitor Agent, which folders and files to moiiit@re can be only one monitoring profile assigned to a
computer or to a group of computers. Hence, the monitoring profile must be built in such a way as to cover all the path
that are requirel to be monitored TEMASOFT FileMonitor Server comes with a list of predefined monitoring profiles as
follows:

Default monitoring profilesfor Windows

Name Description Monitored pathsand extensions Excluded paths
Windows Windows monitoring profile wil{ [Windows}inf\*, [Windows) Security*, [CommonApplicati
monitor by default the systen| Windows)Tasks*, [System}*, [Program onData)} Temasoft
folder, several Windows subfolder{ Files}*, [Program Files (x88)] *\*.doc, *,
and theprogram files folders *\*.docx, **.pdf, *\*.ppt, "\*.pptx, "\*XIs, | rprogramFilesX86]

*\* xIsx, A*.avi, \*.mp4, *\*.flw, *\*.mkv,
*\* asf, \*.0gg, A\ *.zip, *\*.rar, *\*.gz,

*\* 7z, A\*.tar, *\*.oxps, A*.pptm, *\*.pmd,
*\* pub, *\*.epub, ®\*.mht, *\*.dot, *\*.dotx,
*\* dotm, *\*.docm, A\ *.ppsn, A*.vsdm,

*\* vsd, A*.txt, *\*.csv, A*.xml, *\*.bmp,
*\* jpeg, N\ *.jpg, *\*.gif, *\*.tiff, *\*.png,

*\* svg, A*.mp3, *\*.wav, *\*.inf, *\*.sys,
*\*.ini, *\*.rtf, *\*.torrent, *\*.mpg,

*\*. mpeg, "\ *.vob

Temasoft*




Windows

This monitoring profile includes th

Those of Windows monitoring profikend

Those of Windowsg

Web Servers

Windows monitoring profile ang
adds the web server relevant path

Compliance | Windows monitoring profile. Ir the extensions of documents. monitoring profile
addition, you need to configure th| Template: please add the paths where t
folders where the data that falll data that makes the scope of th
under the scope of the regulatio] compliance regulation resides.
resides. For example, the foldg
containing ePHI for HIPA
compliance, te folder containing
cardholder information for PCI DS
etc.
Windows This monitoring profile includes th| Those of Windows monitoring profile, Those of Windowsg

Template, please add
folder(i.e. ciInetpub\*)

the Inetpub

monitoring profile

profile, in order to monitor change
on .mdf and .Idf files.

Oracle This template includes the Window Those of Windows monitoring profile, Those of Windowsg
Database monitoring profile. In addition, yo| Template: please add the path to yo| monitoring profile
Servers need to add the following paths t{ Oracle home folder.

this profile:

ORACLE_HOME/net80/admin

ORACLE_HOME/network/admin.

For less granular monitoring, simp

add the ORACLE_HOME folder.
Microsoft This template includes the Window Those of Windows monitoring profile, Those of Windowsg
SQL monitoring profile.In addition, ya | Template: please add the path to your | monitoring profile,
Database need to add the SQL Serv and mdf files.
Servers database storage folders to th

Figurel4: List of default monitoring profilder Windows

Default monitoring profiles for Linux

need to configure the folders wher
the data that &lls under the scopg
of the regulation resides. Fq
example, the folder containing eP
for HIPAA compliance, the fold¢
containing cardholder informatiof

for PCI DSS, etc.

Name Description Monitored paths (changes only) Excluded paths
Linux This monitoring profile include| /boot,/lib,/bin,/dev,/etc,
important Linux paths.Depending| /root,/var,/sbin,/media
on the distribution, these path
may need adjusting.
Linux This template includes the Liny /boot,/bin,/sbin,/etc,/root,
Compliance monitoring profile. In addition, yoy /media,/var,/lib,/dev

Figurel5: List of default monitoring profiles for Linux

If no monitoring profile is assigned to a computer, or group of computers, TEMASOFT FileMonitor Agent wi
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is enabled, the agent will monitor all copy operations, else only process activity will be monitored. Hence, it is advised
use a monitoring profile in order to collect information about file activity.

Adding monitoring profiles



The default monitoring profiles cover generic use cases. For best coverage of specific requirements, please cre:
your own monitoring profilesYou can build monitoring profiles for Windows or Linux computererder to do that,
follow these steps:

0 Openthe TEMASOFT FileMonitor web console by accessinglocalhost:1753/FileMonitor(assuming you
are on the same machine where the TEMASOFT FileMonitor server has been istdliedvise, please
NBE LXf20@ faK2a ¢ AGK GKS FLIWIINBLNAREFGS ¢9a! {hC¢ CAf
bl @A3FLGS G2 GKS a{SidAy3aaé¢ LI 3AST
/I tA01 2y (GKS Gaz2yAd2NRAYy3I LINPFAfSa¢ YSydz 2LIGA2YT
/| tA01 2y G(KS G2AyR264aé 2N G[AydzEé GFo&s Ay 2NRS!
cig 2y GKS 9. A deivdialoy dal dpgegPlease fill in the necessary information:
A Profile name: this field is used to identify the profile so that it can be assigned to computers or
groups, when comduring targets to be monitored,;
A Profile desdption: this optional field allows you to describe what the profile is being used for;
A bSElGz &4StS00 GKS Lk iGKa GKIFIG Attt 0SS 02@SNE
corresponding with the list of monitored patlg ;

1 The state of the row being edited will change. Enter the desired path in the edit box
0St2y3aAy3a G2 (KS Forarordzvifgrmaidnfor stipportédtirpuiskiar &
valid paths, please see the next paragragh! RRAYy 3 LI G K& G2 Y2YyAl

1 Next, select the monitoring type. Available monitoring types are:

0 Monitor changes only: this option will only record file write, file renamed, file
attribute changes and file security option changeaswell as file create / deleted
for folders
0 Monitor evelything: this option will record all supported file operation types for
the files residing in this path;
o Do not monitor: this option allows you to exclude this path from monitoring. This
is useful if you want to monitor a certain folder, but you want tolede one of
its subfolders from monitoring;
o /ftAO1l 2y da! LRFKGSE tAy] G2 al@gS GKAa
0 Repeat the above four steps to add more paths to this monitoring profile;
A JEtA01 a{l @S¢ G2 al @S @2dzNJ Y2YAG2NARAY 3T LINR FAf
profiles, as well as an option when choosing the monitoring profile for a computer to be
monitored, or a group of computers.

o O O O


http://localhost/FileMonitor

Add or edit path

Path:
[Windows]\Security\*

Maonitoring type:

|Monitor changes only

Monitor changes only
Monitor everything
Do not monitor

Figurel6: Add or edit monitoring profile

b2G8Y &2dz Oy SRAG F Y2yAd2NRy3 [Bi®F Nhis Sction ¥ill dpdn thdddd/edil 2
monitoring profile dialog in Figure 16

Adding paths to monitoring profiles

When following the procedure to create a monitoring plefas described in the paragraph above, you need to
add or edit paths belonging to the monitoring profiles. In order to ensure easy configuration across various computers |
various languages (where the names of the same folders you would want to maretdifferent with each computer) or
having the system on various drives, we support adding paths as environmental variables. Please follow the rules belc
in order to edit or add a path to a monitoring profile:

0 You can use environmental variables, suéh ad 2 A YRRKS LI 6K G2 GKS a2 AyR
650658y awa FyR GB&T
0 2KSY FRRAY3 | LI GKEé&2dz Yd&ad SYR Al 6AGK d
¢CKS AYGSNFIOS adzAlll2NI A FAES SELINBaarzys la GKS
o0 Examples of supportedalid inputs as paths:
A Climportant foldei*
A [Windows)*
A [System]*
A [Systen\Drivers*
0 Please see a list of supported environmental variables below:

o

Member name Description

AdminTools The file system directory that is used to store administrative témisn individual user.
The Microsoft Management Console (MMC) will save customized consoles to this
directory, and it will roam with the user. Added in the .NET Framework



CDBurning

CommonAdminTools

CommonApplicationData

CommonDesktopDirectory

CommonDocuments

CommonMusic

CommonOemLinks

CommonPictures

CommonProgramFiles

CommonProgramFilesX8¢

CommonPrograms

CommonStartMenu

The file system directory that acts as a staging area fonfidésng to be written to a
CD. Added in the .NET Framewdrk

The file system directory that contains administrative tools for all users of the
computer. Added in the .NET Framewdtk

The directory that serves ascammon repository for applicatieapecific data that is
used by all users.

The file system directory that contains files and folders that appear on the desktop
all users. This special folder is valid only for Windows NT sysfaided in the .NET
Framework4.

The file system directory that contains documents that are common to all users. Tt
special folder is valid for Windows NT systems, Windows 95, and Windows 98 sys
with Shfolder.dll installed. Added the .NET Framework

The file system directory that serves as a repository for music files common to all
Added in the .NET Framewatk

This value is recognized in Windows Vista for backward compatibility, bgptwal
folder itself is no longer used. Added in the .NET Framework

The file system directory that serves as a repository for image files common to all |
Added in the .NET Framewotk

The directory for componeas that are shared across applications.

To get the x86 common program files directory on a-n86 system, use
the ProgramFilesX8&ember.

TheProgram Filedolder. Added in the .NET Framewark

A folder for componets that are shared across applications. This special folder is v.
only for Windows NT, Windows 2000, and Windows XP systems. Added in the .NE
Framework4.

The file system directory that contains the programs and folders that appear on
the Startmenu for all users. This special folder is valid only for Windows NT systen
Added in the .NET Framewotk



CommonStartup

CommonTemplates

CommonVideos

Fonts

LocalApplicationData

LocalizedResources

NetworkShortcuts

PrinterShortcuts

ProgramFiles

ProgramFilesX86

Resources

SendTo

StartMenu

System

The file system directory that contains the programs that appear irStaetup folder
for all users. This special foldsrvalid only for Windows NT systems. Added in the .I
Frameworlk4.

The file system directory that contains the templates that are available to all users.
special folder is valid only for Windows NT systems. Added in the .NET Frdndewo

The file system directory that serves as a repository for video files common to all u
Added in the .NET Framewotk

A virtual folder that contains fonts. Added in the .NET Framework

The directory tlat serves as a common repository for applicatgpecific data that is
used by the current, nonoaming user.

The file system directory that contains localized resource data. Added in the .NET
Frameworlk4.

A filesystem directory that contains the link objects that may exist inNlyeNetwork
Placesvirtual folder. Added in the .NET Framewdtk

The file system directory that contains the link objects that can exist in
the Printersvirtual folder.Added in the .NET Framewotk

The program files directory.
On a nonx86 system, passirrogramFileso the GetFolderPatimethod returns the

path for nonx86 programs. To get the x86 program files directory on a-x@# system,
use theProgramFilesX8@ember.

The x8&Program Filegolder. Added in the .NET Framewark

The file system directory that contains resource data. AddetlenMET Framework

The directory that contains the Send To menu items.

The directory that contains the Start menu items.

The System directory.


https://msdn.microsoft.com/en-us/library/14tx8hby(v=vs.110).aspx

SystemX86 The WindowsSystemfolder. Added in the .NET Framewark

Windows TheWindows directory or SYSROOT. This corresponds to the %windir% or
%SYSTEMROOT% environment variables. Added in the .NET Fragnework

Figurel7: List of supported environment variables as paths
Prioritization of processing when the are conflicting paths, in a monitoring profile
What are conflicting paths?

The monitoring profile can contain as many paths or file extensions as needed. Hence, it may be the case wher
certain operation involves a file that matches multiple pathsrekdiin the monitoring profile. For example, an executable
FAES £20FGSR Ay tNBANIYY CAfSaz g2dZ R YIGOK | Y2yAdGz2l
flesh\f ¢ W RSESé D Ly (GKAA OF 883 (K Sath Hate Siffeveht in@nKofng sefinigs, thén LIt
the paths are conflicting. With the above example, the [Program ¥iles] Y @ ©6S SEOf dzZRSR FTNRY
Y2YAG2NEZ\FoakIESE (YKSR S O2y FAIAzZNBR F2NJ aY2yAd2NI SOSNE

In this case, the pragm needs to know what to do with the file that matches both path definitions: ignore it, or
log it. Hence, we have defined a prioritization based on the type of monitoring configured for the matching paths.

If for an action that involves a file, for whitthere are conflicting paths configured (it matches more than one path
AY GKS Y2YyAG2NAY3a LINBFAESSYS FyYyR (K2aS LI GKa INB O2y TA:
Y2YAG2NEI F2f{f26SR 08 daz2yMii2ZNI OASINESIK A3HVAESE oF 21f § R2GSER
all these configurations, it will be ignored. If it matches paths configured for monitoring changes or everything, it will be
monitored for everything (including file read operations).

Exportexisting monitoring profiles

Ly 2NRSNJ G2 SELRNI GKS SEAadAy3 Y2y (2 My withNRT A
necessary data will be created and downloaded by the browser to the default download location.

Import monitoring profiles

Ly 2NRSNJ (2 AYLERNI Y2yA(l2NAY3 LIN FThis &tod willL.dped h difog Of
which will allow selection of the file storing the monitoring profiles to import. The dialog expects an XML file and allow:
importof2yS Y2y AUG2NRAY 3 LINBFAES 40 | GAYS® {dzOK | FAES Aa
the format in that case is a zip archive of multiple XML files (one for @gmbrtedmonitoring profile). Hence, you need
to unzip the exprted file and select the desired XML file. The XML files have the same name as the original monitorin
profile.

Assign monitoring profiles to computers to be monitored, to computer groups

Once custom monitoring profiles are in place, please follow the steps describedajirier 3 subchapter 1
Ga2yAil2NER inordertoldse tRemvith the computers you want to monitor.

3.3Actions and alerting

Thissection describes how to configure TEMASOFT FileMonitor to react to the infornhatiog collected by
TEMASOFT FileMonitor agems soon as information is collected on the computers to be monitored, it is sent by the
TEMASOFT FileMonitor Agent to thdMESOFT FileMonitor Server. Upon receiving the information, the TEMASOFT
FileMonitor Server is able to act on the information in various ways. By default, provided you do not configure anythin
in this section, the information will be archived in the databaand no further actions are taken. However, you can



configure the product to ignore or alert on certain type of information, based on various parameters that will be describec
in this chapter. This allows you to get an email when a certain folder ig lbetessed, or when a certain file is modified,
which is very useful for various use cases. For example, if you run a website, then you will find it useful to have
notification whenever a configuration file for the web server or the website itself chea(@ewvhen the source file of the
website changegLI2 6 SY G A f aRSTFIFOAy3Ié GGFO10 P

In order to work to manage the actioasid alerts, please follow these steps:

0 Open the TEMASOFT FileMonitor web console by accéggingocalhost:1753/FileMonitor(assuming you
are on the same machine where the TEMASOFT FileMonitor server has been irstaliedvise, please
NBLX I OS af20lfK2aié¢ 6AGK GKS FLILIINBLNRFGS ¢9al! { h
o bFI@A3LGS (2 ®KS a{SddAy3a¢ LI 3
o /ftAO01 2y GUKS a! OlAz2ya IyR |fSNI&é YSydz 2LIiA2YyT

A list of defined actions and alerts will be presented, together with all the needed management options.

Actions and alerts X - X
« C' | [ localhost:1753/FileMonitor/ActionsAndAlerts =

[ NTEmasorr
- |FileMonitor

Dashboard @ Dataviewer [J Reports £t Settings @ @

Monitored computers Actions and alerts

Email settings
= TEMASOFT FileMonitor can send alerts when important operations occur. Use this section to define which operations you want to be notified on. Note that you can manually re-arrange the actions sorted by priority. Simply

N drag and drop actions up or down the list to change their priority.

Actions and alerts

Ve T For more information on how to configure TEMASOFT FileMonitor to react to the information being collected by TEMASOFT FileMonitor agents, please refer to Configuring the product. Actions and alerting.

SQL configuration Actions Alert templates
Other settings
) 0L x[E Manage actions
Licensing
viority Action disabled ~Profile name  Description Adiontype Eventtag  Alerttemplate Email addressess Conditions which trigger alerts
[Entry type] = 'File activity' And ([Action] = File write' Or [Action] = File copy') And
1 No lag Skype  This action wil tag the operalions hal g event  SKYPE, (Contains{{File name], "AppData\Roaming\Skype\) Or Contains([Destination fle £
P 9 Skype up P! name], "AppData\Roaming\Skype\))
[Actien] In ('File create or open’, 'File rename') And (EndsWith([Executable path],
This action tags file activity that involves ‘iexplore exe') Or EndsWith([Executable path], ‘chrome.exe') Or
2 No Downloaded executable files created by browsers. Tag event Downloaded EndsWith({[Executable path], firefox exe') Or EndsWith([Executable path]. &
These operations are in fact downloads 29 EXE ‘opera exe') Or EndsWith([Executable path], "edge exe') Or EndsWith([Executable
of executable files path], 'safari exe') Or EndsWith([Executable path], 'edgecp.exe')) And
(EndsWith([File name], '.exe') Or EndsWith([Destination file namel], '.exe'))
[Action] In ('File create or open', 'File rename') And (EndsWith([Executable path],
‘iexplore exe') Or EndsWith([Executable path], ‘chrome exe’) Or
This action tags file activity that involves EndsWith([Executable path], firefox exe') Or EndsWith([Executable path]
3 No Downloaded archive files created by browsers. Tag event Downloaded ‘opera.exe') Or EndsWith([Executable path], 'edge._exe') Or EndsWith([Executable &
archive These operations are in fact downloads 29 archive path], 'safari exe) Or EndsWith([Executable path], 'edgecp.exe')) And ([File type]
of archives = 'Archive' Or EndsWith([Destination file name], "zip') Or EndsWith([Destination
file name], "rar') Or EndsWith([Destination file name], '.gz') Or
EndsWith([Desfination file name], " tar'))
Video This action tags events that involve Video = . = ' = 9
4 No playback video fies being watched Tag event playback [Entry type] = 'File activity' And [Action] = 'File read' And [File type] = 'Videos' t-3
5 o Torrent This action tags activity involving torrent - .. Torrent [Entry type] = 'File activity' And (EndsWith([File name], * torrent') Or
activity files as such. 9 activity EndsWith{[Destination file name], ' torrent'))
[Entry type] = 'File activity' And ([Action] = 'File content duplicated' Or [Action] =
6 No i&m“‘m‘s lﬂ;z‘;g“\sgr‘m 129 suspicious 2l 1ag event i&fﬁ“c‘o“s File copy' Or [Action] = File archived Or [Flags] = File was read by a browser' Or £
Y y [Flags] = File is located on removable device') And [In work hours] = 'False'
Use this action to ignore the file copy
lgnore file activity in AppData folder. This action
will hide all events that happened Ignore . . \ "
7 No Zopwag‘a because of an action taken by the event Contains([File name], "appdata\) Or Contains([Destination file name], "\appdata\')
PP system, from the reports and data
viewer.
Use this action to ignore system activity.
Ignore This action will hide all events that Ignore
8 No System happened because of an action taken egvent Contains{[User name], 'NT Authority') -3
activity by the system, from the reports and .

Figurel8: Actions and alerts
Default actions

By default, there is a sifeaction defined in the product, but its state is disabled. If enabled, the action will cause
GKS LINPRdzOG G2 A3Iy2NB (GKS LINRPOSaa FyR FAES OGAQGAGE
generated by normal system operations bktsystem or computer accounts. You should enable this action if you find
such noise in the data you are receiving. Note, however, that there may be potentially dangerous operations that run i
system securitgontext thatyou should watchor. You can fuher narrow down the operations being ignored by adding
more conditions to the filter of the action, as described in this chapter.

Default alerting templates


http://localhost/FileMonitor

The alertingemplatesregulate how the email notifications are being built. You can define custom alerting profiles
that fit various use cases and then assign these aletémplatesto actions and alerts. By default, there is an alerting
templatethat defines the notificatioras follows:

o Email subjectFileMonitor Message for activity recorder §@omputer}
o Email bodyThis is an nail message sent automatically by FileMonitor for file activity on {COMPUTER}
Event information:
Timestamp: {TIMESTAMP}
Event type: {STATUS}
Target file/folder: {FILE NAME}
Process information: {EXECUTABLE PATH}
Action: {ACTION}
User name: YYySERNAME

The eventspecific parametersor placeholderspresented above will cause the email notification to get
populated with the values of those fieddor the specific event that triggered the notificatidfor more information on
the available evenspecific fields, their meaning and possible values, please see chaptetz6, OK | LJi SNJ & 9 @Sy

If you need more infomation in the alerting template, included either in the subject or email body, please change
the default template, or create a custom one.

Creating custom alertingemplates

In order to create a custom alerting profile, please follow these steps:

o ClickoniKS a!fSNI GSYLXIlriaSaé¢ Gl o

o / tAO]

> > > >

2y (KS ©ahdzinew dialogivili pgear: A O2 v
Enter a name for the template;
9y GSNI FNBS GSEG Ay GKS FASER a9YlFAft adzwaSol
9y G SNI FNBS GSE( A defifekhs bodyloStie®mad;9 Y Af 02 Re&é
In order to insert evenspecific informationor placeholdersin the subject or body of the email,
pleaseOf A O1 2y GKS B} ol bf avaimelpiachybBersivid appear and you
can select and insertitenis@ Of A O A yo@Eton2 Yy (G KS a2 ¢
I £ A O1 whieq dor@ 3réorder to save the alerting templafde template can now be assigned
G2 Fy SEAAGAY3I 2N+ ySg FOGA2ys 2y (GKS da! Of



Add or edit alert template

Alert name:
Default Alert Template

Email subject:
B

Email body: |
&

Insert Placeholder

Placeholders:

This is an e STATUS CODE
file activity or
information; Ti CONTENT HASH
type: [STATU DESTINATION FILE NAME
ENTRY TYPE
EXECUTABLE PATH

FILE NAME

Cancel

Figurel9: Add or edit an alerting template

Ly 2NRSNJ G2 SRAG Fy SEAaGAY3I FtSNIAY3D O &thbpenittes L.
dialog in Figure 19.

In order to delete an existing alerting template, please select it, by ticking the corresponding tick box, and clic

A

iK85SasSis¢ oXxidz2ys Ad2y

Adding / editing actions

Prerequisites

(0]

First, identify the information that you want to be alerted on. For example, when a certain file is copied, or
the ACL for Fes in a certain folder changes;

Visit chapter 64 dzo OK | LJG S NJ i §ind $he' relevant fielsRhatéyou need to use for building the
appropriate condition for your requirement. In the above example, the condition would be Action = File copy
or Action = File security changed

Now yal know how to match the specifics of your use case to the inners of the product and enable this actior
to be triggered only in the specific circumstances that you are interested in.

Adding actions

O O 0O o o©o

/I tA01 2y GKS a! OQdAzya¢ GloT

I £A01 2y GKSn©Q,4dndmdalogvaiiagpeay = A O2
Enter a name for the action;

Optional: enter a description to expand on the use of this action;
Select a priority:

LYLR2NIIFyYyd y2GSYy 91 OK S@Syid aSyid G2 ¢9a!{hC¢ CAf:
way around, if an event comes in, and there are multiple actions that would be triggered by this event, only
the action with the lowest priority value (highest priority) will trigger. Hence, priorities are important. You can
select them when creating or edignan action, or by dragging actions up and down in the main view. When

using this system, for best results, it is advised to have more granular actions with lower priority value (highe



priority) and more generic actions with higher priority value (loweapnity). Thus, the granular rules will
trigger first and leave the rest for the more generic rules.

Optional: Disable action: tick this tick box if you want to save the action, but not enable it. This is helpful if you
are creating configurations for ntigle instances, or if you want to have an organized structure of actions you
may need, and only enable the ones you want, when you want.

Action details: here is where you define what the action does:

A Ignore event: if you tick this tick box, the eventstthaatch this action will be ignored; they will
not show up in the reports and data viewer,;

A Optional: Event tag: This field enables you to tag the events that match the conditions of this rule
with a label. This makes it very easy to find this informatiba later stage, or report on it. For
SEIFYLX Sz &2dz Oby GF3 Ittt S@Syida (GKIG Ayd2f
¢KSYy &aayvyLite ONBIFIGS | NBLRNI FyR &St SOtis |
information;

A Alert templates:select an alert template which will define how the notification will look like, and
what information will the notification contain. Please see the previous section on alerting
templates for more details. If you are not sure what to do, please use thallief@rt template;

A Email addresses: enter the email addresses that you want the notification to be sent to, when an
event that matches the condition of the alert will be collected,;

Define the conditions that need to be met for this action to triggericlic2zy G KS &/ NBF (S C
dialog will appearPlease se®© K | LJi SNJ ¢ > & dzo O Kdr infordation @r hdvik tg Builddilterfs.i S N
Please se® K I LJi SNJ ¢ > & @za S foirridéntatibh an thefieldsiavailable as filtering conditions,
and their possible values.




Add or edit action profile

Action name:
Tag Skype uploads

Description:

This action will tag the operations that signal a
Skype upload.

Priority:
1

[ Disable action

Action type:

W Tag event [] send email [] 1gnore event

Event tag:
Skype Upload

Operations that trigger the action (i.e. the conditions
that have to be met to trigger an action):

[Entry tyvpe] Equals 'File activity'
# +And ([Action] Equals 'File write’ Or Clear
[Action] Equals 'File copy'). ..

Save Cancel

Figure20: Add or edit action. Example.

Action item options

| 208N 208N GKS 02 NNB 3L gréeh ty @ingdpDh® meéhl cordtadzing] tBeyitem rdlated v
options:

o Edit: click on edit if you want to edit thition. The dialog in Figure 20l show up;

o Delete: click on delete if you want to delete this action; Alternately, you can delete an action by selecting it
vi KS O2NNBaLRYyRAYy3 (A0 02E%X; | YR Of AO01Ay3a (GKS

0 Make a copy: click this option if you want a copy of the action to be created. This is useful when you need t
create multiple actions with similar conditions: you can create one, ttreate copies of it which you can
briefly edit to match your needs.

Export existingactions

o Ly 2NRSNJ (G2 SELRNI G(KS SEAadAy3 B dpxie yith the neffeSana S
data will be created and downloaded by the brows®the default download location.



«

Import existing actions

o

Ly 2NRSNJ 2 AYLR2NI Y2yAG2NARy3 LJInE'Fh?sacﬁoé\ﬂillopﬂinSdiiak@ C
which will allow selection of the file storing the monitoring profiles to imp®ite dialog expects an XML file
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option, however, the format in that case is a zip archive of multiple XML files (one for each exported action)

Hence you need to unzip the exported file and select the desired XML file. The XML files have the same nan
as the original action.

3.4Emalil settings

This section describes the configurations needed for enabling email alerting.

(0]

(0]
(0]

Settings

€ | [ localhost:1753/FileMonitor/EmailSettings

TEMASOFT

Open the TEMASOFT FileMonitor web console by accéggingocalhost:1753/FileMonitor(assuming you

are on the same machine where the TEMASOFT FileMonitor server has been istdliedvise, please
replaced f 2 OF f K2alGé¢ GAGK GKS FLILINRPLINRFGS ¢9a! {hC¢ CA:
bl @A GS G2 GKS a{SidAy3a¢ LI IST

{StSOG aoYlrAft aSiaAay3aaé¢ Ay GKS STl YSydzT

— X

FileMonitor Dashboard @, Dataviewer GJ Reports &t Settings @ @

Monitored computers Email settings

Email settings

Actions and alerts

H Monitoring profiles

SQL configuration

TEMASOFT FileMonitor can alert you when important events occur. Fill in the settings below to enable email notifications. Fill in the email addresses that you want to use to receive notifications about operational events related
1o the product (e.g. when license is about to expire, if possible connectivity problems show up, etc.)

For more information on how to configure the email settings in order to enable email alerting, please refer to Configuring the product. Email settings.

Server name mail temasoft. com
Email server port: 25

Other settings Account name: test

Licensing

(0]

(0]

Email from: FM@temasoft.com
Email recipient(s): admin@temasoft.com

El ExT

Figure21: Email settings page

/I tA01 2y GKS G9RAG¢ o0dzid2y YR | yS¢g RAFE23 gAftf
A Enter the name or IP of an email server;
A Enter the email server communication port;
A LT GKS aSNISNI NBljdzANBa dzi KSydAOFdGA2y> LI} St
1 The dialog will present the authentication options:
o Account name: enter thaccount name that you want to use;
o0 Password: the password for the account name that you want to use;
o Confirm password: enter the above password again, for confirmation;
Email recipient(s): please enter here the email addresses of the administrator(s) of TEMASOFT FileMonit
These email addresses will be used for system notifications about updates, licensing, and eventual produ


http://localhost/FileMonitor

issues; Please note that these email addes will NOT be used for notifications generated as a result of a
LINE RdzOG | OGA2yX +ta RSTFAYSR Ay OKFLIWISNI oX &dz OK
notifications are defined in the action settings. For more information, pleaseckegeter 3, subchapter
! OdAz2ya YR It SNIAy3E
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Edit email server details

Email server (name or [P):

Email server port:
25

V| Server requires authentication

Account name:

Password:

Confirm password:

Email recipient(s):

| Email addresses separated by semicolon followed by space. i

Figure22: Email server details configuration

3.5Database settings

TEMASOFT FileMonitor Server stores flhe and application activity received from TEMASOFT FileMonitor
Agents, in an SQL Server database. The post install configuration wizard allows configuring the database on an exis
aAONRa27T(l ipstapce nSudinSeMidting Express or Compatitions). Using this option implies filling in
information about the type of authentication to be used (Windows integrated, or SQL Server authentication) togethel
with the necessary details such as user name and password, if the case. TEMASOFT Fiedfoaittrequires DBO rights
on the TEMASOFT FileMonitor database. Alternately, if there are no such instances available, the wizard can deploy
SQL Server Express edition on the machine and use it as database backend.

Changing / adding an SQL Server figaration

If you have skipped the above step during the post install configuration, or if you wish to change the databas
0FO1SYR O2yFAAdzNI GA2Yy 2NJ GKS YIAY(diSylyOS 2LJiA2yas &2
Server Consolby following the below steps:

0 Open the TEMASOFT FileMonitor web console by accéggingocalhost:1753/FileMonitor(assuming you
are on the same machine where the TEMASOFT FileMonitor server has bedadmstdaherwise, please
NBLI I OS af20lfK2até¢ 6AGK GKS FLILIINBLINREFGS ¢9a! { h
o bF@A3aLGS G2 GKS a{SGdAy3aé¢ LI 3IST
0o {8680G a{v[ /2YFAIdNIGA2yE Ay GKS £ SFG YSydaT



http://localhost/FileMonitor

o A new page will be dispfad showing the current SQL Server settings and dagatvesntenance options;

5QL configuration X — X%
€« €' | [ localhost:1753/FileMonitor/SQLConfiguration &=
I TEMASOFT i ]
ileMonitor Dashboard @ Dataviewer [ Reports {f Settings @ @

Monitored computers sQL configuration

Email settings
= This section contains general configurations for the SQL Server database. You can use either the default database or create a new one.
Actions and alerts
For more information on how to change the database configuration or the maintenance options, please refer to Configuring the product. Database settings.

Monitoring profiles

SQL server name:  DESKTOP-BTKB9BG\CALIN
SQL configuration SQL database name: FileMonitor_1603220905

Automatic database maintenance is not enabled.Click here to change the database maintenance strategy.
Other settings

Licensing m

Figure23: SQL Configuration page

o Ly 2NRSNJ (2 OKFIy3aS 2NJIFRR Fty {v][ {SNBSN O2y TAddz
A A new dialog will appear;
A Enter the SQL Server instance name;

9 If you are running SQ&erver on a custom port, enter that port after the SQL Server
instance name, separated by a comma (example: MySQLInstancel,1200)
Select the authentication type: Windows integrated or SQL Server authentication;
Enter a name for the TEMASOFT FileMonitor Baxe;
If the latter, provide an SQL Server logon and password with enough rights to:
1 Connect to the SQL Server instance;
1 Create database;
9 Take ownership of the database in order to perform maintenance, if needed,;
A hLIA2ylf ONBO2YYSYRSBOWAZYA OD dzil KBy diis a vl 0%
correct;
A JTEtA01 a{lI @S¢ (2 &l @S @2dzNJ O2y FAIdzNI A2y

> > >



Edit SQL server details

General settings | Maintenance

Server name:
DESKTOP-BTKB9BG\CALIN

Database name:

FileMonitor_1601040958

Authentication:
Windows Authentication -

Test connection

Figure24: SQL server details

Important note: The database configured in this section will be used to store newly collected information.
However, the Ul layers exposing TEMASOFT FileMonitor data, such as Reporting or Data Viewer, allow indepenc
connectivity to other (distinct) TEMASOFT FileMordatabases. You can see the current database being used by these
Ul layers at the top of the corresponding page and you can change the current database from there. More informatio
will be provided in the corresponding sections of this manual for repogimdata analysis.

Changing / addinglatabase maintenance options

The database containing the TEMASOFT FileMonitor data can grow large in time and this may have an effect
the performance of reporting or data collection. In such circumstances, it iseathio implement a database maintenance
policy, depending on the retention needs and available hardware resources. In order to implement a databas

maintenance policy, please follow these steps:

o / tA01 GKS @ %R paije in Fgdzd ASRoywing2thecurrent SQL Server settings and database
maintenance options;
0 OnthedialoginFigureZ4 y I @A GS (2 (GKS aalAydSylryoO0Se GFoT
o ¢AO0] GKS a9yl ofS RIGIOGFIAS YIAYyGSylryoSéeé GAO1l o2
database rotation and dabase cleanup;
A Choose rotation to rotate the databases (create a new database) when certain criteria is met;
1 Select when to perform database rotation (weekly or monthly);
1 Set alimit to the number of databases created by the database rotation mechanism;
A Choose cleanup if you do not need to store information for more than a certain period of time;
1 Choose when the cleanup operation runs: daily, weekly, monthly;
o /ftAO1 a{l @S¢ (G2 al @S @2dz2NJ O2y FAIdzNI GA2y ®

Notes on ditabase maintenance

The database maintenangebs work in the following way:

o If the database maintenance is on, TEMASOFT FileMonitor will execute an index defragmentation operatic
between00:00and 0X00AM, if the average fragmentation of the indexes is over 25%;

0 When using SQL Server Expregdere there is a 9 GB limitation ftine database sizethe database rotation
schedule may be ignored, because TEMASOFT FileMonitor will automatically rotate the database when
reaches the maximum allowed database slt¢he database does not reach theaximum size, the rotation
operations take place as scheduled (weekly or monthly), between 00:00 and 01:00 AM;



(0]

The DB cleanup operation runs as scheduled (daily, weekly, monthly) between 00:00 and 01:00 AM; If &
operation is missed because the server isvddetween 00:00 and 1:00 AM, then the cleanup operation will
run immediately after the sever is started;

3.6Role-based access settings

Rolebase access to the TEMASOFT FileMonitor Console allows definition of the Windows users who are allow
to use the welapplication, as well as the type of access granted to each allowednsaccessiull access or readnly
access. Readnly access allows the user to view the data, but prevents him or her from changing the product
configuration. In order to configureoke-based access to the TEMASOFT FileMonitor Server Console, please follow th
below steps:

(0]

O O O o

Open the TEMASOFT FileMonitor web console by accéggingocalhost:1753/FileMonitor(assuming you

are on the samenachine where the TEMASOFT FileMonitor server has been instadiégerwise, please
NBLX I OS af20lfK2aié¢ 6AGK GKS FLILINBLINARFGS ¢9a! { h
bl @A GS G2 GKS a{SGdAy3a¢ LI IST
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The tab contains a list of users who have access to the TEMASOFT FileMonitor Server Console, and their ac
rights. By default, the user who has installed TEMASOFT FileMonitor Server has full access and will be lis
as sub in this view;

Figure25: Manage rolebased access

Adding or editing user access rights

2dz Oy FTRR yS86 dz&ASNE FyR I &aA 3y ONsnakdabg willdpedt A O A

(0]
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Enter the user name you wish &ssign rights to access the TEMASOFT FileMonitor Server Console;
Enter the desired right. Possible values:
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