
 

 

 

 

 

 

 

 

TEMASOFT FileMonitor 2016 

User Manual 
  



 

Contents 
 

Table of figures ....................................................................................................................................................................... 3 

1. Introduction .................................................................................................................................................................... 4 

1.1 About TEMASOFT FileMonitor ................................................................................................................................ 4 

1.2 How TEMASOFT FileMonitor works ........................................................................................................................ 6 

2 Installing TEMASOFT FileMonitor ................................................................................................................................... 7 

2.1 Getting started ........................................................................................................................................................ 7 

2.2 System requirements .............................................................................................................................................. 7 

2.3 Deployment scenarios ............................................................................................................................................ 9 

2.3.1 Installing TEMASOFT FileMonitor Server ............................................................................................................ 9 

2.3.2 Deploying TEMASOFT FileMonitor on an AD based network ........................................................................... 10 

2.3.3 Deploying TEMASOFT FileMonitor on an Non-AD based network ................................................................... 13 

2.3.4 Monitoring file activity on Network Attached Storage (NAS) or Storage Area Networks (SAN) ...................... 16 

2.4 Testing your installation ........................................................................................................................................ 17 

2.5 Upgrading from a previous version ....................................................................................................................... 17 

3 Configuring the product ................................................................................................................................................ 18 

3.1 Monitored computers ........................................................................................................................................... 18 

3.2 Monitoring profiles ............................................................................................................................................... 23 

3.3 Actions and alerting .............................................................................................................................................. 29 

3.4 Email settings ........................................................................................................................................................ 35 

3.5 Database settings .................................................................................................................................................. 36 

3.6 Role-based access settings .................................................................................................................................... 39 

3.7 Normal work hours settings .................................................................................................................................. 41 

3.8 File types settings .................................................................................................................................................. 42 

3.9 Auto-update settings ............................................................................................................................................ 44 

3.10 Miscellaneous settings .......................................................................................................................................... 44 

3.11 Licensing ................................................................................................................................................................ 45 

4 Collecting File Operation Data ...................................................................................................................................... 46 

1.1.1. Collecting process and file operations information from Windows machines ................................................. 46 

1.1.2. Collecting file operations information from Linux machines ............................................................................ 47 

5 Activity Monitoring ....................................................................................................................................................... 47 

5.1 Dashboard section ................................................................................................................................................ 47 

5.2 Dashboard items ................................................................................................................................................... 48 

5.3 Managing dashboard items .................................................................................................................................. 49 



6 Data analysis ................................................................................................................................................................. 50 

6.1 Event fields ................................................................................................................................................................ 51 

6.2 Using filters ............................................................................................................................................................... 54 

6.3 Data viewer ............................................................................................................................................................... 57 

7 Reporting ....................................................................................................................................................................... 63 

8 Troubleshooting ............................................................................................................................................................ 72 

8.1 Known limitations ..................................................................................................................................................... 72 

8.2 Troubleshooting agent deployment (Windows) ....................................................................................................... 73 

8.3 Enabling Debug mode ............................................................................................................................................... 74 

8.4 Troubleshooting the web console ............................................................................................................................ 75 

8.5 Some file activity does not show up in the TEMASOFT FileMonitor Server Console ............................................... 75 

 

Table of figures 
Figure 1: How TEMASOFT FileMonitor works ......................................................................................................................... 6 

Figure 2: Installation prerequisites ......................................................................................................................................... 9 

Figure 3: Installation license agreement ............................................................................................................................... 10 

Figure 4: Default Configuration Wizard - Service Account section ....................................................................................... 11 

Figure 5: Default Configuration Wizard - Configure SQL Server section .............................................................................. 11 

Figure 6: Default Configuration Wizard - Install IIS and features ......................................................................................... 12 

Figure 7: Default Configuration Wizard - Service Account section ....................................................................................... 14 

Figure 8: Default Configuration Wizard - Configure SQL Server section .............................................................................. 14 

Figure 9: Default Configuration Wizard - Install IIS and features ......................................................................................... 15 

Figure 10: List of computers to be monitored ...................................................................................................................... 18 

Figure 11: Add or edit monitored computer......................................................................................................................... 20 

Figure 12: Add or edit monitored computer ς Authentication............................................................................................. 20 

Figure 13: Add or edit group ................................................................................................................................................. 22 

Figure 14: List of default monitoring profiles for Windows .................................................................................................. 24 

Figure 15: List of default monitoring profiles for Linux ........................................................................................................ 24 

Figure 16: Add or edit monitoring profile ............................................................................................................................. 26 

Figure 17: List of supported environment variables as paths ............................................................................................... 29 

Figure 18: Actions and alerts ................................................................................................................................................ 30 

Figure 19: Add or edit an alerting template.......................................................................................................................... 32 

Figure 20: Add or edit action. Example. ................................................................................................................................ 34 

Figure 21: Email settings page .............................................................................................................................................. 35 

Figure 22: Email server details configuration ....................................................................................................................... 36 

Figure 23: SQL Configuration page ....................................................................................................................................... 37 

Figure 24: SQL server details ................................................................................................................................................. 38 

Figure 25: Manage role-based access ................................................................................................................................... 39 

Figure 26: Add or edit user access rights .............................................................................................................................. 40 

Figure 27: Configuring normal work hours ........................................................................................................................... 41 

CƛƎǳǊŜ нуΥ /ƻƴŦƛƎǳǊƛƴƎ ǿƻǊƪ ƘƻǳǊΩǎ ŘŜǘŀƛƭǎ ........................................................................................................................... 42 

Figure 29: List of default file types ........................................................................................................................................ 42 

Figure 30: Configuring file types ........................................................................................................................................... 43 

Figure 31: Adding or editing a file type ................................................................................................................................. 43 

file:///C:/Users/calin/Documents/TMS%20assets/Product/FileMonitorHelp_22032016.docx%23_Toc446414171


Figure 32: TEMASOFT FileMonitor licensing ......................................................................................................................... 46 

Figure 33: TEMASOFT FileMonitor Dashboard ..................................................................................................................... 48 

Figure 34: List of available types of dashboard items ........................................................................................................... 49 

Figure 35: Add dashboard item............................................................................................................................................. 50 

Figure 36: List of available event fields ................................................................................................................................. 53 

Figure 37: Filtering dialog...................................................................................................................................................... 54 

Figure 38: Editing top level logical operator ......................................................................................................................... 55 

Figure 39: Available filtering operators ................................................................................................................................ 56 

Figure 40: Adding a group of conditions ............................................................................................................................... 57 

Figure 41: Example of conditions with different logical operators ...................................................................................... 57 

Figure 42: Data Viewer main page with Default View .......................................................................................................... 58 

Figure 43: List of views available by default ......................................................................................................................... 59 

Figure 44: Column chooser dialog ........................................................................................................................................ 59 

Figure 45: Quick filter - change operator .............................................................................................................................. 61 

Figure 46: Create report from view ...................................................................................................................................... 62 

Figure 47: Change database for Data Viewer ....................................................................................................................... 63 

Figure 48: TEMASOFT FileMonitor Reports .......................................................................................................................... 64 

Figure 49: Add report group ................................................................................................................................................. 65 

Figure 50: Schedule reports .................................................................................................................................................. 65 

Figure 51: Reports - Advanced search .................................................................................................................................. 66 

Figure 52: Add or edit report - the "General" tab ................................................................................................................. 67 

Figure 53: Add or edit report - the "Layout and data" tab ................................................................................................... 67 

Figure 54: Add or edit report - the Scheduler tab................................................................................................................. 68 

Figure 55: Copy report .......................................................................................................................................................... 69 

Figure 56: Report cover page ................................................................................................................................................ 70 

Figure 57: Report contents ................................................................................................................................................... 71 

Figure 58: Change database .................................................................................................................................................. 72 

Figure 59: Troubleshooting agent connectivity .................................................................................................................... 76 

 

1. Introduction 

 

1.1 About TEMASOFT FileMonitor 

TEMASOFT FileMonitor is an advanced, unique file monitoring solution that delivers insight into the file and 

process / application related activity on Windows and Linux computers, enabling a broad array of use cases covering 

security, business continuity, data leakage prevention and compliance needs. Unlike any other file monitoring solution, 

TEMASOFT FileMonitor is capable of monitoring copy operations and file content duplication, through sophisticated on-

disk and in-memory correlations based on how processes manipulate data. Through TEMASOFT FileMonitor, IT admins 

are able to: 

Monitor  

- Basic file and folder operations: read, write, delete, attributes changes, security attributes changes (changes to 

the file ACL); 

- Advanced file operations: file copy and file content duplication, irrespective of the application responsible for 

copying the file and how it performs the actual copy (via a file copy API, or via read / write sequences), as well as 

irrespective of the destination of the new file (network, USB / removable storage device, etc.) as well as file 

renamed, file archived, file uploaded by browser and file attached to an email (via Outlook); 



- Applications and process activity: process created and process stopped; 

- User activity related to files and applications; 

- The activity of users with administrative privileges; 

- The files being changed; 

- File integrity through file content hashing. 

Alert 

- Through real time actions when a certain activity is generated. 

Report 

- Through 100+ customizable, predefined reports and report templates. 

Integrate 

- .ȅ ǿǊƛǘƛƴƎ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ōŜƛƴƎ ŎƻƭƭŜŎǘŜŘ ǘƻ ǘƘŜ ²ƛƴŘƻǿǎϰ 9ǾŜƴǘ [ƻƎ or in csv log files, TEMASOFT FileMonitor 

integrates with any existing SIEM solution. 

For all of the above monitoring events, TEMASOFT FileMonitor delivers actionable information about the following details: 

- Timestamp; 

- Source computer; 

- User responsible for the action; 

- What the action was (file write, file copy, process started, etc.); 

- Full path and names of file(s) was/were involved; 

- PID and source executable of the process involved; 

- Content hash of the file(s); 

- Details about the operation (like the attributes for a file attribute change event); 

- Special flags (like signal when the operation was performed by a user with administrative privileges, or when a file 

was modified as a result of the event, or when a file was copied on removable storage device). 

  



1.2 How TEMASOFT FileMonitor works 
 

 

Figure 1: How TEMASOFT FileMonitor works 

TEMASOFT FileMonitor is an agent based solution managed by a web interface, which uses a Microsoft SQL Server 

Database to store the monitoring data.  

TEMSOFT FileMonitor uses FileMonitor Agents to record information about the file activity on the computers 

being monitored. This information is transmitted securely to the FileMonitor Server Service which saves the information 

ƛƴ ǘƘŜ aƛŎǊƻǎƻŦǘ {v[ {ŜǊǾŜǊϰ ŘŀǘŀōŀǎŜΦ Next, the FileMonitor user interface will expose the information, as well as provide 

support for configuring the product and delivering the configurations to the FileMonitor Agents via the FileMonitor Server 

Service. 

 The FileMonitor Sever Service requires domain administrative credentials in order to be able to deploy and 

manage the FileMonitor Agents in the domain. It also requires the running user to possess CREATE ANY DATABASE right 

ƻƴ ǘƘŜ aƛŎǊƻǎƻŦǘ {v[ {ŜǊǾŜǊϰ ƛƴǎǘŀƴŎŜ and DB_OWNER right on each of the product databases in order to be able to 

create, update and maintain the TEMASOFT FileMonitor database(s). The product installer attempts to set these privileges 

automatically. 



TEMASOFT FileMonitor components 

The main components of the product are:  

a) The FileMonitor Server: this handles the management and storage aspects of the product and needs to be 

deployed once in every environment or domain. It consists of the following components: 

a. The web user interface: this is a web application that delivers functionality to manage the product 

features, as well as perform data analysis and reporting; 

b. The FileMonitor database(s): one or multiple MicrosƻŦǘ {v[ {ŜǊǾŜǊϰ ŘŀǘŀōŀǎŜs which are created by 

the product on installation or when the database is updated. Every moment there can be only one 

active database. This database holds the monitoring data collected and conveyed by the FileMonitor 

Agents; 

c. The FileMonitor Server service: this component is responsible for performing the actual management 

of the agents, including communication, storage of the information being recorded by the agents, as 

well as interacting with the web user interface; 

b) The FileMonitor Agent: this is the operational component that performs the file monitoring functionality and 

must be deployed on every computer that needs to be monitored. It makes use of a kernel-mode driver or 

other similar modules (depending on the target operating system) that perform all the necessary operations 

in order to record and deliver the expected information. 

2 Installing TEMASOFT FileMonitor 

This chapter presents the necessary steps to take, in order to install the TEMASOFT FileMonitor Serer and deploy 

the FileMonitor Agents, as well as typical deployment scenarios. 

2.1 Getting started 

The TEMASOFT FileMonitor Server installation kit is delivered as an executable which runs on Windows x64 

architectures. In order to get started, you need to run this installation kit. tƭŜŀǎŜ ǊŜǾƛŜǿ ǘƘŜ ά{ȅǎǘŜƳ ǊŜǉǳƛǊŜƳŜƴǘǎέ ǎǳō-

chapter first. 

2.2 System requirements 

TEMASOFT FileMonitor Server 

Software environment: 

- Operating systems: Windows Vista and newer, Windows Server 2008 and newer x64 only architecture; 

- Software prerequisites (installed automatically if not present): 

o aƛŎǊƻǎƻŦǘ {v[ {ŜǊǾŜǊϰ нлл8 or newer - ƻǊ ŀ ŎƻƳǇŀŎǘ κ ŜȄǇǊŜǎǎ ŜŘƛǘƛƻƴ ƻŦ aƛŎǊƻǎƻŦǘ {v[ {ŜǊǾŜǊϰ 

2012 or newer; We recommend to use a dedicated production SQL Server 2012 or newer installed 

on a different machine; 

o Microsoft IIS 7 or newer; 

Á No other site or service running on port 1753 TCP; 

o Microsoft Visual C++ 2012 Redistributable Package ; 

o Microsoft .Net Framework 4.5; 

o Windows Management Framework; 

o Asp.net MVC4; 

o WebDeploy 3.0; 

Hardware environment: 

Minimum requirements: 



- CPU: 2 cores; 

- Memory: 4 GB RAM; 

- HDD storage: 10 GB HDD; 

- NIC: 1Gb; 

- Video: 1440 px width. 

Recommended: 

- CPU: 4 cores; 

- Memory: 8 GB RAM; 

- HDD Storage: 30 GB; 

- NIC: 1Gb. 

FileMonitor Agent 

Software environment: 

- Operating systems:  

o Windows Vista and newer, Windows Server 2008 and newer, x86 or x64 architecture; 

o Linux distributions (more editions will be supported in future builds):  

Á Ubuntu 14.04 x86; 

Á Ubuntu 14.04 x64; 

Á Ubuntu 15.10 x86; 

Á Ubuntu 15.10 x64; 

Á Debian 8.3 x86; 

Á Debian 8.3 x64; 

Á CentOS 7.2 x64; 

Á RedHat 7.2 Server x64; 

Á RedHat 7.2 Desktop x64; 

Á SUSE Server 12 SP1 x64; 

Á OpenSUSE Leap 42.1 x64. 

 

- Settings / Policies for Firewall 

o Network discovery; 

o File and printing sharing; 

Hardware environment: 

Minimum requirements: 

- CPU: 1 core 2Ghz CPU; 

- Memory: 1 GB; 

- HDD storage: 10 GB; 

- NIC: 100Mb. 

Recommended: 

- CPU: 4 core CPU; 

- Memory: 4GB; 

- HDD Storage: 20GB; 

- NIC: 1Gb. 

Firewall exclusions: 

-  Note: The installer adds firewall exclusions for the TEMASOFT services automatically. 



 

2.3 Deployment scenarios 

The TEMASOFT FileMonitor Server can be installed on any computer that meets the FileMonitor Server minimum 

system requirements. It can, then, be utilized to deploy the FileMonitor Agents across the network on any computer that 

meets the FileMonitor Agent minimum system requirements. Typically, the product can be deployed in both domain and 

workgroup environments. 

2.3.1 Installing TEMASOFT FileMonitor Server 

These are the steps needed to install TEMASOFT FileMonitor Server: 

Installation Wizard 

- Run the installation kit by double-clicking on the ServerInstaller.exe program. The installation will unpack the 

necessary files; 

- Installation detects any missing software prerequisites and then lists all software prerequisites and their 

ǎǘŀǘǳǎΦ /ƭƛŎƪ άLƴǎǘŀƭƭέ ǘƻ ƛƴǎǘŀƭƭ ŀƴȅ missing software prerequisites; for this step it is recommended to have an 

active internet connection, as some of the missing prerequisites might need to be downloaded from the 

internet. 

 

 

Figure 2: Installation prerequisites 

NOTE: If you de-select any of the software prerequisites, you will need to install it manually, otherwise the 

product installation may not succeed. 

- Once all the prerequisites are installed, the installation kit will run the product installer; 

- The first dialog presents the EULA and requires you to read and accept its terms to be able to continue with 

the installation and to use the product. TƛŎƪ ǘƘŜ άL ŀŎŎŜǇǘ ǘƘŜ ǘŜǊƳǎ ƻŦ ǘƘŜ [ƛŎŜƴǎƛƴƎ !ƎǊŜŜƳŜƴǘέ ŎƘŜŎƪōƻȄ 

ŀƴŘ ŎƭƛŎƪ άLƴǎǘŀƭƭέ ǘƻ ŎƻƴǘƛƴǳŜ; 

 



 

Figure 3: Installation license agreement 

 

- bŜȄǘΣ ǘƘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ ǿƛƭƭ ǇŜǊŦƻǊƳ ǘƘŜ ƴŜŎŜǎǎŀǊȅ ƻǇŜǊŀǘƛƻƴǎ ŀƴŘ ŘƛǎǇƭŀȅ ǘƘŜ άLƴǎǘŀƭƭŀǘƛƻƴ /ƻƳǇƭŜǘŜŘέ ŘƛŀƭƻƎΦ 

/ƭƛŎƪ άCƛƴƛǎƘέ ǘƻ ŎƻƳǇƭŜǘŜ ǘƘŜ ƛƴǎǘŀƭƭŀǘƛƻƴΦ ¢ƘŜ ά5ŜŦŀǳƭǘ /ƻƴŦƛƎǳǊŀǘƛƻƴ ²ƛȊŀǊŘέ ǿƛƭƭ ǎǘŀǊǘΦ 

The settings required for the Default Configuration Wizard differ depending on the deployment scenario. Please 

continue reading the deployment scenario that fits your IT environment. 

2.3.2 Deploying TEMASOFT FileMonitor on an AD based network 

Default Configuration Wizard 

- /ƭƛŎƪ άbŜȄǘέ ƻƴ ǘƘŜ ά²ŜƭŎƻƳŜ 5ƛŀƭƻƎέ ǘƻ ǇǊƻŎŜŜŘΤ 

- ά{ŜǊǾƛŎŜ !ŎŎƻǳƴǘέ ǎŜŎǘƛƻƴΥ ǇƭŜŀǎŜ ŜƴǘŜǊ ǘƘŜ ŎǊŜŘŜƴǘƛŀƭǎ ƻŦ ŀ 5ƻƳŀƛƴ !ŘƳƛƴƛǎǘǊŀǘƻǊΣ ƛƴ ǘƘŜ ŦƻǊƳŀǘ 

DOMAIN\UsernameΦ ¢ƘŜ ŎǊŜŘŜƴǘƛŀƭǎ ŀǊŜ ǾŀƭƛŘŀǘŜŘ ǿƘŜƴ ŎƭƛŎƪƛƴƎ άbŜȄǘέΦ ¸ƻǳ Ŏŀƴƴƻǘ ǎƪƛǇ ǘƘƛǎ ǎǘŜǇΦ LŦ ǘƘŜ 

credentials are invalid, the installation will not proceed. 

The Default Configuration Wizard will register the TEMASOFT FileMonitor Server Service to run under these 

credentials. The service requires domain administrative credentials in order to connect to remote computers 

in the domain, for installing, updating, removing and maintaining FileMonitor Agents. 



 

Figure 4: Default Configuration Wizard - Service Account section 

- ά/ƻƴŦƛƎǳǊŜ {v[ {ŜǊǾŜǊέ ǎŜŎǘƛƻƴΥ tƭŜŀǎŜ ǎŜƭŜŎǘ ƻƴŜ ƻŦ ǘƘŜ ŜȄƛǎǘƛƴƎ aƛŎǊƻǎƻŦǘ {v[ {ŜǊǾŜǊϰ ƛƴǎǘŀƴŎŜǎΦ bƻǘŜ ǘƘŀǘ 

the installation kit can deploy locally the Express edition of Microsoft SQL Server 2014, in case no other 

aƛŎǊƻǎƻŦǘ {v[ {ŜǊǾŜǊϰ ƛƴǎǘŀƴŎŜ ƛǎ selected. Next select the type of authentication to be used. In case SQL 

Authentication is used, you will need to provide the SQL credentials of a user account with CREATE ANY 

DATABASE right. This user should also have the DB_OWNER role on every database that will be created by the 

product.  The installer will verify if these privileges are set and will attempt to set them automatically if not 

already set. If Windows Authentication is used to access the database, it is recommended to use a user who 

is member of the Administrators group, as, by default, this group has all the necessary rights to perform the 

necessary database operations. The Default Configuration Wizard will verify the SQL settings before 

proceeding and prompt to correct any errors. 

 

 

Figure 5: Default Configuration Wizard - Configure SQL Server section 



 

- άLƴǎǘŀƭƭƛƴƎ LL{ ŀƴŘ ŦŜŀǘǳǊŜǎέ ǎŜŎǘƛƻƴ ŀƴŘ ǎǳōǎŜǉǳŜƴǘ ǎǘŜǇǎΥ ¢ƘŜǊŜ ƛǎ ƴƻ ǳǎŜǊ ƛƴǇǳǘ ǊŜǉǳƛǊŜŘ ŦƻǊ ǘƘƛǎ ǎŜŎǘƛƻƴ ŀƴŘ 

the subsequent steps. The wizard will enable IIS locally, configure it accordingly and then will deploy the 

necessary files for TEMASOFT FileMonitor Server. The website will run on TCP port 1753 by default. 

 

 

Figure 6: Default Configuration Wizard - Install IIS and features 

 

Deploying Agents in an Active Directory Domain environment 

 

The next step, after having installed the TEMASOFT FileMonitor Server, is to deploy agents on the domain 

computers that need to be monitored. The user interface delivers functionality to add agents either manually, or 

automatically, from the central console.  The automatic deployment works either by adding the computer IPs or names 

ǘƻ ǘƘŜ ǳǎŜǊ ƛƴǘŜǊŦŀŎŜ ŀƴŘ ŎƭƛŎƪƛƴƎ ǘƘŜ άLƴǎǘŀƭƭ ŀƎŜƴǘέ ƭƛƴƪΣ ƻǊ ōȅ ƛƳǇƻǊǘƛƴƎ ǘƘŜ ƴŀƳŜǎ κ Ltǎ ƻŦ ǘƘŜ ŎƻƳǇǳǘŜǊǎ ǘƻ ōŜ ƳƻƴƛǘƻǊŜŘ, 

from a text file (formatted as one computer name or IP per line). 

When installed in a domain environment, TEMASOFT FileMonitor Server will present an additional option, when 

ŎƭƛŎƪƛƴƎ ǘƘŜ άtƭǳǎέ ōǳǘǘƻƴ ƛƴ ǘƘŜ άaƻƴƛǘƻǊŜŘ ŎƻƳǇǳǘŜǊǎέ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ ά{ŜǘǘƛƴƎǎέ ǇŀƎŜΦ ¢Ƙƛǎ ƻǇǘƛƻƴ ǿƛƭƭ display the list of 

computers present in Active Directory, and enable you to select the ones that you want to monitor. Please note that in 

order to be able to retrieve the list of computers in Active Directory, the service must run under domain administrative 

credentials and the TEMASOFT FileMonitor Server needs to be installed on a computer in the domain. 

 Alternately, you can get a list of computers from AD as follows:  

o Open a PowerShell console with domain administrative rights; 

o Run the following commands: 

Á importςmodule ActiveDirectory; 

Á Get-ADComputer -Property Name| Format-Table Name -Wrap ςAuto | Out-File %path to your 

file%; 

Á Lƴ ǘƘŜ ŀōƻǾŜ ŎƻƳƳŀƴŘΣ ǇƭŜŀǎŜ ǊŜǇƭŀŎŜ ҈ǇŀǘƘ ǘƻ ȅƻǳǊ ŦƛƭŜέ ǿƛǘƘ ǘƘŜ ƴŀƳŜ ŀƴŘ ƭƻŎŀǘƛƻƴ ƻŦ ǘƘŜ ŦƛƭŜ 

that will contain the list of computers. For example:  

 Get-ADComputer -Filter {OperatingSystem -Like "Windows *Server*"} -Property * | Format-Table 

Name -Wrap ςAuto | Out-File ά5Υ\domaincomputers.txt; 



Á The -Filter switch allows filtering the results by a variety of parameters. For example, in order to 

filter servers, you would use ςFilter {OperatingSystem -Like "Windows *Server*"}; 

o Import the resulting list of computers in the FileMonitor Server user interface -> Settings -> Monitored 

computers: 

Á IƻǾŜǊ ƻǾŜǊ ǘƘŜ άǇƭǳǎ ƛŎƻƴέ ; 

Á Select import from Active Directory (or import from file if you used Power Shell to build a list of 

computers); 

¶ (import from file option) Browse and select the file containing the list of computers; 

o Select the computers you want to use; (import from file option  will add all computers in the file for 

monitoring) 

o Optional: add computers into monitoring groups in order to centralize management of authentication settings 

ŀƴŘ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻŦƛƭŜǎΣ ōȅ ƘƻǾŜǊƛƴƎ ƻǾŜǊ ǘƘŜ άƎŜŀǊέ ƛŎƻƴ  corresponding to each computer, and selecting 

ǘƘŜ ά9Řƛǘέ ƻǇǘƛƻƴΦ tƭŜŀǎŜ Ǿƛǎƛǘ ŎƘŀǇǘŜǊ о ά/ƻƴŦƛƎǳǊƛƴƎ ǘƘŜ ǇǊƻŘǳŎǘέΣ ǎǳōŎƘŀǇǘŜǊ оΦм άaƻƴƛǘƻǊŜŘ ƳŀŎƘƛƴŜǎέ in 

this guide, for more information on monitoring profiles, and monitoring groups;  

o Once a computer is added to the list, the agent installation process will start automatically. In case of error or 

for other reasons, you can also /ƭƛŎƪ άLƴǎǘŀƭƭ ŀƎŜƴǘέ to start the agent installation manually; 

o Wait for the FileMonitor Server to deploy the agents on the computers to be monitored. The list of computers 

in FileMonitor Server user interface -> Settings -> Monitored Computers reports on the completion status of 

the above process, for each computer.  

For more details about exporting the list of computers in an Active Directory environment, please follow 

http://blogs.technet.com/b/askds/archive/2010/02/04/inventorying-computers-with-ad-powershell.aspx 

For a step by step guide to adding a monitored computer, please visit ŎƘŀǇǘŜǊ о ά/ƻƴŦƛƎǳǊƛƴƎ ǘƘŜ ǇǊƻŘǳŎǘέΣ 

subchapter оΦм άaƻƴƛǘƻǊŜŘ ƳŀŎƘƛƴŜǎέ in this guide.  

2.3.3 Deploying TEMASOFT FileMonitor on an Non-AD based network 

Default Configuration Wizard 

- /ƭƛŎƪ άbŜȄǘέ ƻƴ ǘƘŜ ά²ŜƭŎƻƳŜ 5ƛŀƭƻƎέ ǘƻ ǇǊƻŎŜŜŘΤ 

- ά{ŜǊǾƛŎŜ !ŎŎƻǳƴǘέ ǎŜŎǘƛƻƴΥ ǇƭŜŀǎŜ ŜƴǘŜǊ ǘƘŜ ŎǊŜŘŜƴǘƛŀƭǎ ƻŦ ŀ Local Administrator. The credentials are validated 

ǿƘŜƴ ŎƭƛŎƪƛƴƎ άbŜȄǘέΦ ¸ƻǳ Ŏŀƴƴƻǘ ǎƪƛǇ ǘƘƛǎ ǎǘŜǇΦ LŦ ǘƘŜ ŎǊŜŘŜƴǘƛŀƭǎ ŀǊŜ ƛƴǾŀƭƛŘΣ ǘƘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ ǿƛƭƭ ƴƻǘ ǇǊƻŎŜŜŘΦ 

The Default Configuration Wizard will register the TEMASOFT FileMonitor Server Service to run under these 

credentials. The service requires local administrative credentials in order to perform the necessary operations. 

http://blogs.technet.com/b/askds/archive/2010/02/04/inventorying-computers-with-ad-powershell.aspx


 

Figure 7: Default Configuration Wizard - Service Account section 

- ά/ƻƴŦƛƎǳǊŜ {v[ {ŜǊǾŜǊέ ǎŜŎǘƛƻƴΥ Please select one of tƘŜ ŜȄƛǎǘƛƴƎ aƛŎǊƻǎƻŦǘ {v[ {ŜǊǾŜǊϰ ƛƴǎǘŀƴŎŜǎΦ bƻǘŜ ǘƘŀǘ ǘƘŜ 

installation kit can deploy locally the Express edition of Microsoft SQL Server 2014, in case no other Microsoft SQL 

{ŜǊǾŜǊϰ ƛƴǎǘŀƴŎŜ ƛǎ ǎŜƭŜŎǘŜŘΦ bŜȄǘ ǎŜƭŜŎǘ ǘƘŜ ǘȅǇŜ ƻŦ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǘƻ ōŜ ǳǎŜŘΦ In case SQL Authentication is used, 

you will need to provide the SQL credentials of a user account with CREATE ANY DATABASE right. This user should 

also have the DB_OWNER role on every database that will be created by the product. If Windows Authentication 

is used to access the database, it is recommended to use a user who is member of the Administrators group, as, 

by default, this group has all the necessary rights to perform the necessary database operations. The Default 

Configuration Wizard will verify the SQL settings before proceeding and prompt to correct any errors. 

 

 

Figure 8: Default Configuration Wizard - Configure SQL Server section 



- άLƴǎǘŀƭƭƛƴƎ LL{ ŀƴŘ ŦŜŀǘǳǊŜǎέ ǎŜŎǘƛƻƴ ŀƴŘ ǎǳōǎŜǉǳŜƴǘ ǎǘŜǇǎΥ ¢ƘŜǊŜ ƛǎ ƴƻ ǳǎŜǊ ƛƴǇǳǘ ǊŜǉǳƛǊŜŘ ŦƻǊ ǘƘƛǎ ǎŜŎǘƛƻƴ ŀƴŘ ǘƘŜ 

subsequent steps. The wizard will deploy IIS locally, configure it accordingly and then will deploy the necessary 

files for TEMASOFT FileMonitor Server. The website will run on TCP port 1753 by default. 

 

 

Figure 9: Default Configuration Wizard - Install IIS and features 

 

Deploying Agents in a workgroup environment 

The next step, after having installed the TEMASOFT FileMonitor Server, is to deploy agents on the computers that 

need to be monitored. The user interface delivers functionality to add agents either manually, or automatically, from the 

central console.  The automatic deployment works either by adding the computer IPs or names to the user interface and 

ŎƭƛŎƪƛƴƎ ǘƘŜ άLƴǎǘŀƭƭ ŀƎŜƴǘέ ƭƛƴƪΣ ƻǊ ōȅ ƛƳǇƻǊǘƛƴƎ ǘƘŜ ƴŀƳŜǎ κ Ltǎ ƻŦ ǘƘŜ ŎƻƳǇǳǘŜǊǎ ǘƻ ōŜ ƳƻƴƛǘƻǊŜŘΣ ŦǊƻƳ ŀ ǘŜȄǘ ŦƛƭŜ 

(formatted as one computer name or IP per line). 

For deployment in non Active Directory environments, we recommend the use of the manual option, because for 

deployment to take place successfully, the FileMonitor Server requires administrative credentials for the remote 

computers. Since these are not in a domain, local administrative credentials of those computers are needed. In order to 

add a computer to be monitored, please follow the below steps: 

o FileMonitor Server user interface -> Settings -> Monitored computers: 

Á IƻǾŜǊ ƻǾŜǊ ǘƘŜ άǇƭǳǎ ƛŎƻƴέ ; 

Á {ŜƭŜŎǘ ά !ŘŘ ƘƻǎǘƴŀƳŜ κ Ltέ; 

o Enter the name of the remote computer; 

o Optional: select a group for central management; 

o {ŜƭŜŎǘ ǘƘŜ ά²ƛƴŘƻǿǎέ ƎŜƴŜǊƛŎ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻŦƛƭŜ; 

o /ƭƛŎƪ ǘƘŜ άŀǳǘƘŜƴǘƛŎŀǘƛƻƴέ ǘŀō; 

o Enter credentials for a local administrator on the target computer in the format 

TARGETCOMPUTER\Username and password; 

o hǇǘƛƻƴŀƭΥ ŎƭƛŎƪ ǘƘŜ άǘŜǎǘ ŎƻƴƴŜŎǘƛǾƛǘȅέ ōǳǘǘƻƴΦ ¢Ƙƛǎ ǿƛƭƭ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ǎŜǘǘƛƴƎǎ ŀǊŜ ƎƻƻŘ; 

o Click on Save 



For a step by step guide to adding a monitored computer, that describes in detail all available parameters, please 

Ǿƛǎƛǘ ŎƘŀǇǘŜǊ о ά/ƻƴŦƛƎǳǊƛƴƎ ǘƘŜ ǇǊƻŘǳŎǘέΣ ǎǳōŎƘŀǇǘŜǊ оΦм άaƻƴƛǘƻǊŜŘ ƳŀŎƘƛƴŜǎέ in this guide.  

 Automating deployment of FileMonitor Agents in workgroup environments 

Alternately, you can also automate the deployment of the FileMonitor Agent on workgroup computers as follows: 

o 9ȄǇƻǊǘ ǘƘŜ ƭƛǎǘ ƻŦ ŀǾŀƛƭŀōƭŜ ŎƻƳǇǳǘŜǊǎ ōȅ ǊǳƴƴƛƴƎ άƴōǘǎǘŀǘ ςn >҈ǎƻƳŜŦƛƭŜΦǘȄǘ҈έ; command in cmd.exe, as an 

administrator (for example: nbtstat ςƴ Ҕ άŘΥ\ƭƛǎǘΦǘȄǘέ; 

o Clear the header of the file and only keep on computer name per line ς remove the rest of the information; 

o On each remote computer, create a user account with the same name and password as the user account that 

the FileMonitor Server Service runs under ς as configured during the Default Configuration Wizard; 

o Import the resulting list of computers in the FileMonitor Server user interface -> Settings -> Monitored 

computers: 

Á Hover ƻǾŜǊ ǘƘŜ άǇƭǳǎ ƛŎƻƴέ ; 

Á Select import from file; 

Á Browse and select the file containing the list of computers; 

o Optional: add computers into monitoring groups in order to centralize management of authentication settings 

and monitoring profiles, by hovering oǾŜǊ ǘƘŜ άƎŜŀǊέ ƛŎƻƴ corresponding to each computer, and selecting 

ǘƘŜ ά9Řƛǘέ ƻǇǘƛƻƴΦ tƭŜŀǎŜ Ǿƛǎƛǘ ŎƘŀǇǘŜǊ о ά/ƻƴŦƛƎǳǊƛƴƎ ǘƘŜ ǇǊƻŘǳŎǘέΣ ǎǳōŎƘŀǇǘŜǊ оΦм άaƻƴƛǘƻǊŜŘ ƳŀŎƘƛƴŜǎέ in 

this guide, for more information on monitoring profiles, and monitoring groups.  

o Agent installation will start automatically once a computer is added to the list. However,  you can also click 

άLƴǎǘŀƭƭ ŀƎŜƴǘέ later for each computer in case the automatic installation failed (e.g. if the computer is not live 

at that moment) 

o Wait for the FileMonitor Server to deploy the agents on the computers to be monitored. The list of computers 

in FileMonitor Server user interface -> Settings -> Monitored Computers reports on the completion status of 

the above process, for each computer. 

2.3.4 Monitoring file activity on Network Attached Storage (NAS) or Storage Area 

Networks (SAN) 

TEMASOFT FileMonitor uses Windows or Linux agents in order to monitor file, user and application activity on 

remote machines. There are cases when the storage that needs to be monitored does not reside on a file server, or on a 

computer, like in the case of virtualized storage, SAN or NAS environments.  Obviously, you cannot install and agent in 

those cases, but TEMASOFT FileMonitor enables you to monitor those locations as well. The product is also able to monitor 

file access operations, as well as file copy operations (for most common types of documents using the most common file 

managers), remotely. Hence, if a client computer connects to such storage, and the user performs file operations, and the 

client computer runs the FileMonitor Agent, the activity will be logged, and you will be able to monitor the activity by 

filtering the FileMonitor data based on the UNC path of the storage, preseƴǘ ŜƛǘƘŜǊ ƛƴ ǘƘŜ άCƛƭŜ bŀƳŜέ ŦƛŜƭŘΣ ƻǊ ƛƴ ǘƘŜ 

ά5Ŝǎǘƛƴŀǘƛƻƴ ŦƛƭŜ ƴŀƳŜέ ŦƛŜƭŘΦ 

In order to monitor storage not hosted on Windows or Linux computers, please take the following approach: 

o Deploy FileMonitor agents on all computers that are allowed to work with data hosted on NAS /SAN storage;  

o aŀƪŜ ǎǳǊŜ ǘƘŀǘ ȅƻǳ ŜƴŀōƭŜ άƳƻƴƛǘƻǊ ŀƭƭ ŎƻǇȅ ƻǇŜǊŀǘƛƻƴǎέ ƻƴ ǘƘƻǎŜ ŎƻƳǇǳǘŜǊǎ; 

o CƛƭǘŜǊ ǾƛŜǿ ƛƴ ά5ŀǘŀ ǾƛŜǿŜǊέ ƛƴ ǘƘŜ CƛƭŜaƻƴƛǘƻǊ {ŜǊǾŜǊ ǳǎŜǊ ƛƴǘŜǊŦŀŎŜ ŀǎ follows: 

Á Enter the UNC path, or part of the UNC path corresponding to the remote storage in the edit box 

ōŜƭƻǿ ǘƘŜ άCƛƭŜ bŀƳŜέ ŦƛŜƭŘΣ ŀƴŘ κ ƻǊ ά5Ŝǎǘƛƴŀǘƛƻƴ CƛƭŜ bŀƳŜέ ŦƛŜƭŘΦ /ƭƛŎƪ ǘƘŜ άtƛƴέ ōǳǘǘƻƴ ƴŜȄǘ ǘƻ 

ǘƘŜ ŜŘƛǘ ōƻȄ ŀƴŘ ǎŜƭŜŎǘ ǘƘŜ ά/ƻƴǘŀƛƴǎέ ƻǇŜǊŀǘƻǊ; 

Á This will enable real time monitoring of the activity on that storage; 

Á For more information on how to use the Data Viewer, please refer to CƘŀǇǘŜǊ с ά5ŀǘŀ ŀƴŀƭȅǎƛǎέ. 



o Modify the Path centric report template and include the UNC path above, as a filtering condition, as explained 

in the description of the template. You will be able to report on the activity on the remote storage using this 

report. For more information on how to use reports, please refer to Chapter 7 άwŜǇƻǊǘƛƴƎέ  

2.4 Testing your installation 

At this point, you should have a FileMonitor Server installation up and running, as well as a number of FileMonitor 

agents, deployed on your environment. 

In order to test the deployment, please follow the below steps (provided that you have not noticed any errors 

during the previous stages): 

o Open the FileMonitor Server console: http://localhost:1753/FileMonitor (assuming you are on the same 

machine where the TEMASOFT FileMonitor server has been installed ς ƻǘƘŜǊǿƛǎŜΣ ǇƭŜŀǎŜ ǊŜǇƭŀŎŜ άƭƻŎŀƭƘƻǎǘέ 

with the appropriate TEMASOFT FileMonitor Server IP); 

o On first run, the browser may ask for credentials when starting the UI- depending on the configuration of the 

browser. If this happens, please provide the credentials of the user who installed the product. 

o Next, you will see a Quick Start Guide that will instruct on how to proceed further. 

o bŀǾƛƎŀǘŜ ǘƻ ǘƘŜ ά5ŀǘŀ ±ƛŜǿŜǊέ ǘŀōΤ 

o Take note of the information present in the grid view on this tab. If you do not see any information, then 

something is wrong. Please refer to CƘŀǇǘŜǊ мл ά¢ǊƻǳōƭŜǎƘƻƻǘƛƴƎέ in order to identify the problem; 

o If there is information, you may want to verify that it comes from all the FileMonitor agents: 

Á Enter the name (one at a time) of each computer that is monitored, in the edit box below the 

άŎƻƳǇǳǘŜǊέ ƭŀōŜƭΤ 

Á /ƭƛŎƪ ǘƘŜ άǇƛƴέ ƛŎƻƴ  ŀƴŘ ǎŜƭŜŎǘ ǘƘŜ άŎƻƴǘŀƛƴǎέ ƻǇŜǊŀǘƻǊΤ 

Á Note if there is any information present; 

Á Repeat the step for each computer that is monitored 

¶ If for at least one, there is no information present, please verify that: 

o The computer is online 

o The computer is reachable via the network 

¶ If the computer is both online and can be reached, but there is still no information coming 

ŦǊƻƳ ƛǘΣ ǇƭŜŀǎŜ ǊŜŦŜǊ ǘƻ ŎƘŀǇǘŜǊ мл ά¢ǊƻǳōƭŜǎƘƻƻǘƛƴƎέ ƛƴ ƻǊŘŜǊ ǘƻ ƛŘŜƴǘƛŦȅ ǘƘŜ ǇǊƻōƭŜƳΦ 

2.5 Upgrading from a previous version 

TEMASOFT FileMonitor is able to automatically import the custom settings when upgrading. However, in order to 

make sure that the settings are not lost, and that they are imported even if they are not compatible with the new version, 

please follow the below steps: 

o Dƻ ǘƻ ά/Υ\ProgramData\¢ŜƳŀǎƻŦǘέ 

o /ǊŜŀǘŜ ŀ ōŀŎƪǳǇ ŎƻǇȅ ƻŦ ǘƘŜ ά¢ŜƳŀǎƻŦǘέ ŦƻƭŘŜǊΤ 

o Uninstall the current versiƻƴ ŜƛǘƘŜǊ ōȅ ǊǳƴƴƛƴƎ ǘƘŜ ƴŜǿ ƛƴǎǘŀƭƭŀǘƛƻƴ ƪƛǘΣ ƻǊ ōȅ ǳǎƛƴƎ ǘƘŜ άtǊƻƎǊŀƳǎ ŀƴŘ 

Featuresέ ǾƛŜǿ ƛƴ ²ƛƴŘƻǿǎ /ƻƴǘǊƻƭ tŀƴŜƭ ŀƴŘ ƳŀƪŜ ǎǳǊŜ ȅƻǳ ŎƘƻƻǎŜ ǘƻ ƴƻǘ ŘŜƭŜǘŜ ǘƘŜ ŜȄƛǎǘƛƴƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 

files; 

o Install the new version; 

o Settings should automatically be imported. If they are not, please contact TEMASOFT support. 

Please note that some configuration files are encrypted using EFS encryption with the key of the user account 

that the TEMASOFT FileMonitor Server had run under. Hence, if the new installation configures the TEMASOFT 

FileMonitor Server Service to use different credentials, then the previous configuration cannot be imported 

(decrypted). 

http://localhost/FileMonitor


 

3 Configuring the product 

This chapter presents how to configure each and every aspect of the product, from configuring the computers to 

be monitored, and thus start collecting information, to reporting and changing licensing information. 

3.1 Monitored computers 
Adding computers to be monitored is the first step after the installation process, and an important part of 

deploying the solution in your environment.  

Viewing the list of computers to be monitored 

o Open the TEMASOFT FileMonitor web console by accessing http://localhost:1753/FileMonitor (assuming you 

are on the same machine where the TEMASOFT FileMonitor server has been installed ς otherwise, please 

ǊŜǇƭŀŎŜ άƭƻŎŀƭƘƻǎǘέ ǿƛǘƘ ǘƘŜ ŀǇǇǊƻǇǊƛŀǘŜ ¢9a!{hC¢ CƛƭŜaƻƴƛǘƻǊ {ŜǊǾŜǊ Ltύ 

o bŀǾƛƎŀǘŜ ǘƻ ǘƘŜ ά{ŜǘǘƛƴƎǎέ ǇŀƎŜΤ 

o Click on ǘƘŜ άaƻƴƛǘƻǊŜŘ ŎƻƳǇǳǘŜǊǎέ ƳŜƴǳ ƻǇǘƛƻƴΤ 

o The interface has two tabs, one for computers, and the other for groups. 

Á ²ƘŜƴ ǎŜƭŜŎǘƛƴƎ ǘƘŜ ά/ƻƳǇǳǘŜǊǎέ ǘŀōΣ ŀ list of computers to be monitored will be displayed. 

 

Á ¢ƘŜ άDǊƻǳǇǎέ ǘŀō Ŏƻƴǘŀƛƴǎ ǇǊŜŘŜŦƛƴŜŘ ŀƴŘ preconfigured groups of computers. It also supports 

adding new groups. Please use these groups to centrally manage the settings (authentication and 

monitoring profile) of multiple computers to be monitored. The list of groups contain the 

following items by default: 

¶ Generic Windows Servers ς default group for Windows machines 

¶ Linux systems ς default group for Linux machines 

¶ aƛŎǊƻǎƻŦǘ 9ȄŎƘŀƴƎŜϰ {ŜǊǾŜǊǎ ς ŘŜŦŀǳƭǘ ƎǊƻǳǇ ŦƻǊ aƛŎǊƻǎƻŦǘ 9ȄŎƘŀƴƎŜϰ ǎŜǊǾŜǊǎΤ 

¶ aƛŎǊƻǎƻŦǘ {ƘŀǊŜtƻƛƴǘϰ {ŜǊǾŜǊǎ ς default group for Microsoft {ƘŀǊŜtƻƛƴǘϰ ǎŜǊǾŜǊǎΤ 

Figure 10: List of computers to be monitored 

http://localhost/FileMonitor


¶ aƛŎǊƻǎƻŦǘ {v[ϰ {ŜǊǾŜǊǎ ς 5ŜŦŀǳƭǘ ƎǊƻǳǇ ŦƻǊ aƛŎǊƻǎƻŦǘ {v[ϰ ǎŜǊǾŜǊǎΤ 

¶ aƛŎǊƻǎƻŦǘ ¢ŜŀƳ CƻǳƴŘŀǘƛƻƴ {ŜǊǾŜǊǎϰ - 5ŜŦŀǳƭǘ ƎǊƻǳǇ ŦƻǊ aƛŎǊƻǎƻŦǘ ¢ŜŀƳ CƻǳƴŘŀǘƛƻƴϰ 

servers; 

¶ Windows Domain Controllers ς Default group for domain controllers running Windows 

operating systems; 

¶ Windows Workstations ς Default group for workstations running Windows operating 

systems. 

Adding computers individually 

Lƴ ƻǊŘŜǊ ǘƻ ŀŘŘ ŎƻƳǇǳǘŜǊǎ ƛƴŘƛǾƛŘǳŀƭƭȅΣ ƘƻǾŜǊ ƻǾŜǊ ǘƘŜ άtƭǳǎέ ƛŎƻƴ  ŀƴŘ ǎŜƭŜŎǘ ά!ŘŘ ƘƻǎǘƴŀƳŜ κ LtέΦ bŜȄǘΣ Ŝƴǘer 

the necessary details: 

o Hostname or IP; 

o hǇǘƛƻƴŀƭΥ ά5ƻ ƴƻǘ ƛƴǎǘŀƭƭ ŀƎŜƴǘ ŀǳǘƻƳŀǘƛŎŀƭƭȅέΥ {ŜƭŜŎǘ ǘƘƛǎ ƻǇǘƛƻƴ ƛŦ ȅƻǳ Řƻ ƴƻǘ ǿŀƴǘ ǘƘŜ ¢9a!{hC¢ CƛƭŜaƻƴƛǘƻǊ 

Server to automaǘƛŎŀƭƭȅ ƛƴǎǘŀƭƭ ŀƴ ŀƎŜƴǘ ƻƴ ǘƘƛǎ ƘƻǎǘΦ ¸ƻǳ Ŏŀƴ ŎƭƛŎƪ ƻƴ ǘƘŜ άLƴǎǘŀƭƭ ŀƎŜƴǘέ ƭƛƴƪ ŀǾŀƛƭŀble in the 

άaƻƴƛǘƻǊŜŘ /ƻƳǇǳǘŜǊǎέ ƭƛǎǘΣ ŀƴŘ ƭŀǳƴŎƘ ǘƘŜ ǊŜƳƻǘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ ǇǊƻŎŜǎǎ ŀǘ ŀ ƭŀǘŜǊ ǎǘŀƎŜ. This option is useful 

if the target host is not live or you need to delay the deployment process because of other reasons; 

o Optional: Group Name: Select this option if you want to assign this host to a group. The host can be assigned 

either to a default group, or to a custom group which needs to be defined at an earlier stage; 

o Operating system: select the operating system of the host. This information will be used when deploying the 

TEMASOFT FileMonitor Agent; 

o Monitoring profile: Select one of the default monitoring profiles or create a custom one, before adding the 

host. Monitoring profiles define the files/folders that are taken into consideration by TEMASOFT FileMonitor 

Agents. The activity on these files and folders will be monitored, and reported to the TEMASOFT FileMonitor 

Server. If you do not select any monitoring profiles, the TEMASOFT FileMonitor Agent on this host will only 

monitor copy operations and process related activity. 

o Enable logging: Select this option if you want the TEMASOFT FileMonitor Agent on this host to create 

additional logs on the local machine, containing the information it collects (along with sending the information 

to the TEMASOFT CƛƭŜaƻƴƛǘƻǊ {ŜǊǾŜǊύΦ ¢ƘŜǊŜ ŀǊŜ ǘǿƻ ǘȅǇŜǎ ƻŦ ƭƻƎǎ ǘƘŀǘ Ŏŀƴ ōŜ ŎǊŜŀǘŜŘΥ /{± ŀƴŘ ά[ƻƎ ǘƻ 

²ƛƴŘƻǿǎ 9ǾŜƴǘ ±ƛŜǿŜǊέΦ ¢ƘŜ ƭŀǘǘŜǊ ƻǇǘƛƻƴ ŜƴŀōƭŜǎ Ŝŀǎȅ ƛƴǘŜƎǊŀǘƛƻƴ ǿƛǘƘ {L9a ǎƻƭǳǘƛƻƴǎ ŎƻƭƭŜŎǘƛƴƎ ²ƛƴŘƻǿǎ 

logs in .EVTX format. 

 



 

Figure 11: Add or edit monitored computer 

o Optional: Authentication: If not in a domain environment, or if the user credentials provided at install time do 

not have administrative rights on this host, you may need to specify alternate credentials. The credentials 

specified here must have administrative permissions on the remote machine, in order for the TEMASOFT 

FileMonitor Server to be able to install and run the TEMASOFT FileMonitor Agent on this host. 

 

 

Figure 12: Add or edit monitored computer ς Authentication 

o /ƭƛŎƪ ǘƘŜ ά¢Ŝǎǘ ŎƻƴƴŜŎǘƛǾƛǘȅέ ōǳǘǘƻƴ ǘƻ ƳŀƪŜ ǎǳǊŜ ǘƘŀǘ ǘƘŜ information provided is valid for this host. 
TEMASOFT FileMonitor will attempt to connect to the remote machine and verify that it can safely deploy the 
TEMASOFT FileMonitor Agent. In case this operation fails, an error message will be displayed. Please see 
chapter мл ά¢ǊƻǳōƭŜǎƘƻƻǘƛƴƎέ in order to troubleshoot further. 

 



o LŦ ǘƘŜ ǘŜǎǘ ƛǎ ǎǳŎŎŜǎǎŦǳƭΣ ŎƭƛŎƪ ǘƘŜ ά{ŀǾŜέ ōǳǘǘƻƴ ǘƻ ŎƻƳǇƭŜǘŜ ǘƘŜ ǇǊƻŎŜǎǎΦ ¢9a!{hC¢ CƛƭŜaƻƴƛǘƻǊ Server will: 

 

Á Add the host to the list of monitored computers; 

Á {ǘŀǊǘ ǘƘŜ ŘŜǇƭƻȅƳŜƴǘ ƻŦ ǘƘŜ ¢9a!{hC¢ CƛƭŜaƻƴƛǘƻǊ !ƎŜƴǘ όƛŦ ȅƻǳ ƭŜŦǘ ǘƘŜ ƻǇǘƛƻƴ ά5ƻ ƴƻǘ ƛƴǎǘŀƭƭ 

aƎŜƴǘ ŀǳǘƻƳŀǘƛŎŀƭƭȅέ ǳƴǘƛŎƪŜŘύΤ 

Á Update the list of monitoring computers with the agent deployment status; 

o If the test is unsuccessful, please refer to chapter уΦн ά¢ǊƻǳōƭŜǎƘƻƻǘƛƴƎ ŀƎŜƴǘ ŘŜǇƭƻȅƳŜƴǘέ 

Adding multiple computers 

 You can also add multiple computers to be monitored, by following this procedure: 

o IƻǾŜǊ ƻǾŜǊ ǘƘŜ άtƭǳǎέ ƛŎƻƴ  ŀƴŘ ǎŜƭŜŎǘ άLƳǇƻǊǘ ŦǊƻƳ ŦƛƭŜέ; 

o Select a file that contains the hostnames or IPs of the computers you want to add for monitoring. This file 

must have a single entry on each line. Each line will be considered a separate host / computer. Such a file can 

be generated in various ways, depending on the IT environment. Please see chapter нΦо ά5eployment 

{ŎŜƴŀǊƛƻǎέ for details on how to get a list of computers in a workgroup or domain environment; 

o /ƭƛŎƪ ά¦ǇƭƻŀŘέΦ ¢9a!{hC¢ CƛƭŜaƻƴƛǘƻǊ {ŜǊǾŜǊ ǿƛƭƭΥ 

Á Add all the hostnames / IPs in the file to the list of monitored computers; 

Á Start the deployment process; 

Á Update the list of monitored computers with the status of the deployment process. 

Adding custom group containers for centralized management of monitored computers 

TEMASOFT FileMonitor allows definition of group containers for the monitored computers. The group containers 

enable administration of multiple hosts by providing the ability to configure the monitoring profile and the credentials for 

each group. Then, when adding computers to be monitored, simply add them to a group and there will be no need to 

specify monitoring profiles or credentials for them. In order to create custom groups, please follow this procedure: 

o Open the TEMASOFT FileMonitor web console by accessing http://localhost:1753/FileMonitor (assuming you 

are on the same machine where the TEMASOFT FileMonitor server has been installed ς otherwise, please 

ǊŜǇƭŀŎŜ άƭƻŎŀƭƘƻǎǘέ ǿƛǘƘ ǘƘŜ ŀǇǇǊƻǇǊƛŀǘŜ ¢9a!{hC¢ CƛƭŜaƻƴƛǘƻǊ {ŜǊǾŜǊ Ltύ 

o bŀǾƛƎŀǘŜ ǘƻ ǘƘŜ ά{ŜǘǘƛƴƎǎέ ǇŀƎŜΤ 

o /ƭƛŎƪ ƻƴ ǘƘŜ άaƻƴƛǘƻǊŜŘ ŎƻƳǇǳǘŜǊǎέ menu option; 

o {ŜƭŜŎǘ ǘƘŜ άDǊƻǳǇǎέ ǘŀōΤ 

o /ƭƛŎƪ ǘƘŜ άtƭǳǎέ ōǳǘǘƻƴ  - a new dialog will open; 

Á Enter a name for the group; 

Á Select the operating system; 

Á Select a Monitoring Profile. You can also create custom monitoring profiles and use them. For 

more information, please see subchapter 3.2 Monitoring Profiles; 

Á Optional: Enable additional logging to CSV or Windows Event Log for integration with SIEM or 

other solutions; 

Á hǇǘƛƻƴŀƭΥ {ŜƭŜŎǘ ǘƘŜ ά!ǳǘƘŜƴǘƛŎŀǘƛƻƴέ ǘŀōΣ ƛŦ ȅƻǳ ƴŜŜŘ to specify alternate credentials to be used 

for the computers in this group. Note that TEMASOFT FileMonitor Server requires administrative 

credentials on the computers to be monitored, in order to be able to install the TEMASOFT 

FileMonitor Agent; 

Á /ƭƛŎƪ ά{ŀǾŜέ ǘƻ ǎŀǾŜ ȅƻǳǊ ŎǳǎǘƻƳ ƎǊƻǳǇΦ 

http://localhost/FileMonitor


 

Figure 13: Add or edit group 

 

Additional operations available for the list of monitored computers 

Filtering  

The list of monitored computers can be filtered based on the following parameters: 

- Hostname ς string matching using string operators ς enables filtering of computers with similar names or IPs; 

- Group ς string matching using string operators ς enables filtering of computers belonging to the same group; 

- Profile ς string matching using string operators ς enables filtering of computers that have the same monitoring 

profile assigned; 

- Type ς Windows or Linux ς enables filtering of computers of the same type; 

- Agent Version ς numeric matching using numeric operators ς enables filtering of computers that run an older 

agent version; 

- Status ς string matching using string operators ς enables filtering of computers that have, or do not have a certain 

status. 

In order to filter the list of computers, please perform the following steps: 

- /ƭƛŎƪ ƻƴ ǘƘŜ άCƛƭǘŜǊέ ōǳǘǘƻƴ - a new dialog will open. Please see ŎƘŀǇǘŜǊ сΣ ǎǳōŎƘŀǇǘŜǊ ά¦ǎƛƴƎ CƛƭǘŜǊǎέ on 

information on how to build a filter. 

Deleting  

¦ǎŜ ǘƘŜ ά5ŜƭŜǘŜέ ōǳǘǘƻƴ ǘƻ ǊŜƳƻǾŜ ŎƻƳǇǳǘŜǊǎ ŦǊƻƳ ǘƘŜ ƭƛǎǘ ƻŦ ƳƻƴƛǘƻǊŜŘ ƳŀŎƘƛƴŜǎΦ Select the computers that 

ȅƻǳ ǿŀƴǘ ǘƻ ǊŜƳƻǾŜΣ ŀƴŘ ǘƘŜƴ ŎƭƛŎƪ ǘƘŜ ά5ŜƭŜǘŜέ ōǳǘǘƻƴΦ ¢ƘŜ ŎƻƳǇǳǘŜǊǎ ǿƛƭƭ ƴƻǘ ǎƘƻǿ ǳǇ ƛƴ ǘƘŜ ƭƛǎǘ ŀƴȅƳƻǊŜΣ but the 

TEMASOFT FileMonitor Agent will NOT be uninstalled. tƭŜŀǎŜ ǳƴƛƴǎǘŀƭƭ ǘƘŜ ŀƎŜƴǘ ōȅ ǳǎƛƴƎ ǘƘŜ ά¦ƴƛƴǎǘŀƭƭέ ƭƛƴƪ ƛƴ ǘƘe 



ά!Ŏǘƛƻƴǎέ ŎƻƭǳƳƴΦ ¢ƘŜ ǎŀƳŜ Ŏŀƴ ōŜ ŀŎƘƛŜǾŜŘ ōȅ ƘƻǾŜǊƛƴƎ ƻǾŜǊ ǘƘŜ άDŜŀǊέ  icon of the corresponding entry that needs 

ǘƻ ōŜ ŘŜƭŜǘŜŘΣ ŀƴŘ ǎŜƭŜŎǘƛƴƎ άŘŜƭŜǘŜ ƛǘŜƳέΦ 

Refreshing the view   

 The view automatically refreshes the information every 30 seconds, but you can also use the άwŜŦǊŜǎƘέ ōǳǘǘƻƴ ǘƻ 

reload the list of computers to be monitored. You might want to use this button when deploying TEMASOFT FileMonitor 

Agents on remote computers, while waiting for a status update. 

Sorting the view 

 The user interface allows sorting of the list of monitored computers based on any available column. Simply click 

on the column that you wish to sort on. A triangle indicating the sort order will appear next to the name of the column. 

Clicking again, will reverse the sort order. 

Available actions for monitored computers 

hǘƘŜǊ ŀŎǘƛƻƴǎ ŀǊŜ ŀǾŀƛƭŀōƭŜ ŦƻǊ ŜŀŎƘ ŜƴǘǊȅ ƛƴ ǘƘŜ ƭƛǎǘΣ ǳƴŘŜǊ ǘƘŜ ά!Ŏǘƛƻƴǎέ ŎƻƭǳƳƴΥ 

o άUninstall agentέ will remove the TEMASOFT FileMonitor Agent from the remote computer, but keep the 

computer in the list. You can re-install the agent at a later stage, without having to add the computer 

again. 

o ά±ƛŜǿ ƭƻƎ ŦƛƭŜέ ς hoovering over this link will bring up a menu showing available log files. Typically for this 

list, the log files available are generated during the installation of TEMASOFT FileMonitor Agents on 

remote computers. Click one log file will download that log file in the browser, and it may be automatically 

opened with the default text editor, depending on the browser options. If the browser settings will not 

ƻǇŜƴ ǘƘŜ ŦƛƭŜ ŀǳǘƻƳŀǘƛŎŀƭƭȅΣ ǎƛƳǇƭȅ ƴŀǾƛƎŀǘŜ ǘƻ ǘƘŜ ά5ƻǿƴƭƻŀŘǎέ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ ōǊƻǿǎŜǊ ŀƴŘ ŦƛƴŘ ǘƘŜ ŦƛƭŜ 

there. 

 

3.2 Monitoring profiles 
 

The monitoring profiles are very important for performing file activity auditing operations, as they instruct the 

TEMASOFT FileMonitor Agent, which folders and files to monitor. There can be only one monitoring profile assigned to a 

computer or to a group of computers. Hence, the monitoring profile must be built in such a way as to cover all the paths 

that are required to be monitored. TEMASOFT FileMonitor Server comes with a list of predefined monitoring profiles as 

follows: 

 Default monitoring profiles for Windows 

Name Description Monitored paths and extensions Excluded paths 

Windows Windows monitoring profile will 
monitor by default the system 
folder, several Windows subfolders, 
and the program files folders  

[Windows]\ inf\ *, [Windows]\Security\*, 
Windows]\Tasks\*, [System]\ *, [Program 
Files]\ *, [Program Files  (x86)]\ *, * \ *.doc, 
* \ *.docx, *\ *.pdf, *\ *.ppt, * \ *.pptx, *\ *.xls, 
* \ *.xlsx, *\ *.avi, *\ *.mp4, *\ *.flw, * \ *.mkv, 
* \ *.asf, *\ *.ogg, *\ *.zip, *\ *.rar, *\ *.gz, 
* \ *.7z, *\ *.tar, * \ *.oxps, *\ *.pptm, *\ *.pmd, 
* \ *.pub, *\ *.epub, *\ *.mht, * \ *.dot, * \ *.dotx, 
* \ *.dotm, *\ *.docm, *\ *.ppsn, *\ *.vsdm, 
* \*.vsd, *\ *.txt, * \ *.csv, *\ *.xml, *\ *.bmp, 
* \ *.jpeg, *\ *.jpg, *\ *.gif, *\ *.tiff, * \ *.png, 
* \ *.svg, *\ *.mp3, *\ *.wav, *\ *.inf, * \ *.sys, 
* \ *.ini, * \ *.rtf, * \ *.torrent, * \ *.mpg, 
* \ *.mpeg, *\ *.vob 

[CommonApplicati
onData]\Temasoft\
* ,  
[ProgramFilesX86]\
Temasoft\*  



Windows 
Compliance 

This monitoring profile includes the 
Windows monitoring profile. In 
addition, you need to configure the 
folders where the data that falls 
under the scope of the regulation 
resides. For example, the folder 
containing ePHI for HIPAA 
compliance, the folder containing 
cardholder information for PCI DSS, 
etc. 

Those of Windows monitoring profile and 
the extensions of documents. 
Template: please add the paths where the 
data that makes the scope of the 
compliance regulation resides. 

Those of Windows 
monitoring profile 

Windows 
Web Servers 

This monitoring profile includes the 
Windows monitoring profile and 
adds the web server relevant paths. 

Those of Windows monitoring profile, 
Template, please add the Inetpub 
folder(i.e. c:\ Inetpub\* ) 

Those of Windows 
monitoring profile 

Oracle 
Database 
Servers 

This template includes the Windows 
monitoring profile. In addition, you 
need to add the following paths to 
this profile: 
ORACLE_HOME/net80/admin 
ORACLE_HOME/network/admin. 
For less granular monitoring, simply 
add the ORACLE_HOME folder. 

Those of Windows monitoring profile, 
Template: please add the path to your 
Oracle home folder. 

Those of Windows 
monitoring profile 

Microsoft 
SQL 
Database 
Servers 

This template includes the Windows 
monitoring profile. In addition, you 
need to add the SQL Server 
database storage folders to this 
profile, in order to monitor changes 
on .mdf and .ldf files. 

Those of Windows monitoring profile, 
Template: please add the path to your ldf 
and mdf files. 

Those of Windows 
monitoring profile, 
 

Figure 14: List of default monitoring profiles for Windows 

Default monitoring profiles for Linux 

Name Description Monitored paths (changes only) Excluded paths 

Linux This monitoring profile includes 
important Linux paths. Depending 
on the distribution, these paths 
may need adjusting. 

/boot,/lib,/bin,/dev,/etc,  
/root,/var,/sbin,/media  

 

Linux 
Compliance 

This template includes the Linux 
monitoring profile. In addition, you 
need to configure the folders where 
the data that falls under the scope 
of the regulation resides. For 
example, the folder containing ePHI 
for HIPAA compliance, the folder 
containing cardholder information 
for PCI DSS, etc. 

/boot,/bin,/sbin,/etc,/root, 
/media,/var,/lib,/dev  

 

Figure 15: List of default monitoring profiles for Linux 

If no monitoring profile is assigned to a computer, or group of computers, TEMASOFT FileMonitor Agent will 

ŎƻƴǎƛŘŜǊ ǘƘŜ άaƻƴƛǘƻǊ ŀƭƭ ŎƻǇȅ ƻǇŜǊŀǘƛƻƴǎέ ǎŜǘǘƛƴƎ ƛƴ ǘƘŜ ǇǊƻǇŜǊǘƛŜǎ ǇŀƎŜ ƻŦ ǘƘŜ ŎƻƳǇǳǘŜǊ ǘƻ ōŜ monitored. If this option 

is enabled, the agent will monitor all copy operations, else only process activity will be monitored. Hence, it is advised to 

use a monitoring profile in order to collect information about file activity. 

Adding monitoring profiles 



 The default monitoring profiles cover generic use cases. For best coverage of specific requirements, please create 

your own monitoring profiles. You can build monitoring profiles for Windows or Linux computers. In order to do that, 

follow these steps: 

o Open the TEMASOFT FileMonitor web console by accessing http://localhost:1753/FileMonitor (assuming you 

are on the same machine where the TEMASOFT FileMonitor server has been installed ς otherwise, please 

ǊŜǇƭŀŎŜ άƭƻŎŀƭƘƻǎǘέ ǿƛǘƘ ǘƘŜ ŀǇǇǊƻǇǊƛŀǘŜ ¢9a!{hC¢ CƛƭŜaƻƴƛǘƻǊ {ŜǊǾŜǊ Ltύ 

o bŀǾƛƎŀǘŜ ǘƻ ǘƘŜ ά{ŜǘǘƛƴƎǎέ ǇŀƎŜΤ 

o /ƭƛŎƪ ƻƴ ǘƘŜ άaƻƴƛǘƻǊƛƴƎ ǇǊƻŦƛƭŜǎέ ƳŜƴǳ ƻǇǘƛƻƴΤ 

o /ƭƛŎƪ ƻƴ ǘƘŜ ά²ƛƴŘƻǿǎέ ƻǊ ά[ƛƴǳȄέ ǘŀōǎΣ ƛƴ ƻǊŘŜǊ ǘƻ ŎǊŜŀǘŜ ŀ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻŦƛƭŜ ŦƻǊ ²ƛƴŘƻǿǎΣ ƻǊ ŦƻǊ [ƛƴǳȄΤ 

o Clicƪ ƻƴ ǘƘŜ άtƭǳǎέ ōǳǘǘƻƴ . A new dialog will appear. Please fill in the necessary information: 

Á Profile name: this field is used to identify the profile so that it can be assigned to computers or 

groups, when configuring targets to be monitored; 

Á Profile description: this optional field allows you to describe what the profile is being used for; 

Á bŜȄǘΣ ǎŜƭŜŎǘ ǘƘŜ ǇŀǘƘǎ ǘƘŀǘ ǿƛƭƭ ōŜ ŎƻǾŜǊŜŘ ōȅ ǘƘƛǎ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻŦƛƭŜΦ /ƭƛŎƪ ǘƘŜ άtƭǳǎέ ōǳǘǘƻƴ 

corresponding with the list of monitored paths ; 

¶ The state of the row being edited will change. Enter the desired path in the edit box 

ōŜƭƻƴƎƛƴƎ ǘƻ ǘƘŜ ŎƻƭǳƳƴ ŎŀƭƭŜŘ άtŀǘƘέΦ  For more information on supported inputs for 

valid paths, please see the next paragraph - ά!ŘŘƛƴƎ ǇŀǘƘǎ ǘƻ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻŦƛƭŜǎέΤ 

¶ Next, select the monitoring type. Available monitoring types are: 

o Monitor changes only: this option will only record file write, file renamed, file 

attribute changes and file security option changes as well as file create / deleted 

for folders; 

o Monitor everything: this option will record all supported file operation types for 

the files residing in this path; 

o Do not monitor: this option allows you to exclude this path from monitoring. This 

is useful if you want to monitor a certain folder, but you want to exclude one of 

its subfolders from monitoring; 

o /ƭƛŎƪ ƻƴ ά¦ǇŘŀǘŜέ ƭƛƴƪ ǘƻ ǎŀǾŜ ǘƘƛǎ ǇŀǘƘΤ 

o Repeat the above four steps to add more paths to this monitoring profile; 

Á /ƭƛŎƪ ά{ŀǾŜέ ǘƻ ǎŀǾŜ ȅƻǳǊ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻŦƛƭŜΦ ¢ƘŜ ƴŜǿ ǇǊƻŦƛƭŜ ǿƛƭƭ ŀǇǇŜŀǊ ƛƴ ǘƘŜ ƭƛǎǘ ƻŦ ƳƻƴƛǘƻǊing 

profiles, as well as an option when choosing the monitoring profile for a computer to be 

monitored, or a group of computers. 

http://localhost/FileMonitor


 

Figure 16: Add or edit monitoring profile 

bƻǘŜΥ ȅƻǳ Ŏŀƴ ŜŘƛǘ ŀ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻŦƛƭŜ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ άDŜŀǊέ  icon. This action will open the add/edit 

monitoring profile dialog in Figure 16. 

Adding paths to monitoring profiles 

 When following the procedure to create a monitoring profile as described in the paragraph above, you need to 

add or edit paths belonging to the monitoring profiles. In order to ensure easy configuration across various computers in 

various languages (where the names of the same folders you would want to monitor are different with each computer) or 

having the system on various drives, we support adding paths as environmental variables. Please follow the rules below, 

in order to edit or add a path to a monitoring profile: 

o You can use environmental variables, such aǎ ά²ƛƴŘƻǿǎέ ς ǘƘŜ ǇŀǘƘ ǘƻ ǘƘŜ ά²ƛƴŘƻǿǎέ ŦƻƭŘŜǊ ŜƴŎƭƻǎŜŘ 

ōŜǘǿŜŜƴ άώά ŀƴŘ άϐέΤ 

o ²ƘŜƴ ŀŘŘƛƴƎ ŀ ǇŀǘƘΣ ȅƻǳ Ƴǳǎǘ ŜƴŘ ƛǘ ǿƛǘƘ ά\ϝέΤ 

o ¢ƘŜ ƛƴǘŜǊŦŀŎŜ ǎǳǇǇƻǊǘǎ ŦƛƭŜ ŜȄǇǊŜǎǎƛƻƴǎ ŀǎ ǘƘŜ ŎƳŘ ǘƻƻƭ ƛƴ ²ƛƴŘƻǿǎΤ όŦƻǊ ŜȄŀƳǇƭŜΣ άΚέ wŜǇƭŀŎŜǎ ŀ ŎƘŀǊŀŎǘŜǊύΤ 

o Examples of supported, valid inputs as paths: 

Á C:\ Important folder\ *  

Á [Windows]\ *  

Á [System]\*  

Á [System]\Drivers\ *  

o Please see a list of supported environmental variables below: 

Member name Description 

AdminTools The file system directory that is used to store administrative tools for an individual user. 

The Microsoft Management Console (MMC) will save customized consoles to this 

directory, and it will roam with the user. Added in the .NET Framework 4. 



CDBurning The file system directory that acts as a staging area for files waiting to be written to a 

CD. Added in the .NET Framework 4. 

CommonAdminTools The file system directory that contains administrative tools for all users of the 

computer. Added in the .NET Framework 4. 

CommonApplicationData The directory that serves as a common repository for application-specific data that is 

used by all users. 

CommonDesktopDirectory The file system directory that contains files and folders that appear on the desktop for 

all users. This special folder is valid only for Windows NT systems. Added in the .NET 

Framework 4. 

CommonDocuments The file system directory that contains documents that are common to all users. This 

special folder is valid for Windows NT systems, Windows 95, and Windows 98 systems 

with Shfolder.dll installed. Added in the .NET Framework 4. 

CommonMusic The file system directory that serves as a repository for music files common to all users. 

Added in the .NET Framework 4. 

CommonOemLinks This value is recognized in Windows Vista for backward compatibility, but the special 

folder itself is no longer used. Added in the .NET Framework 4. 

CommonPictures The file system directory that serves as a repository for image files common to all users. 

Added in the .NET Framework 4. 

CommonProgramFiles The directory for components that are shared across applications. 

To get the x86 common program files directory on a non-x86 system, use 

the ProgramFilesX86 member. 

CommonProgramFilesX86 The Program Files folder. Added in the .NET Framework 4. 

CommonPrograms A folder for components that are shared across applications. This special folder is valid 

only for Windows NT, Windows 2000, and Windows XP systems. Added in the .NET 

Framework 4. 

CommonStartMenu The file system directory that contains the programs and folders that appear on 

the Start menu for all users. This special folder is valid only for Windows NT systems. 

Added in the .NET Framework 4. 



CommonStartup The file system directory that contains the programs that appear in the Startup folder 

for all users. This special folder is valid only for Windows NT systems. Added in the .NET 

Framework 4. 

CommonTemplates The file system directory that contains the templates that are available to all users. This 

special folder is valid only for Windows NT systems. Added in the .NET Framework 4. 

CommonVideos The file system directory that serves as a repository for video files common to all users. 

Added in the .NET Framework 4. 

Fonts A virtual folder that contains fonts. Added in the .NET Framework 4. 

LocalApplicationData The directory that serves as a common repository for application-specific data that is 

used by the current, non-roaming user. 

LocalizedResources The file system directory that contains localized resource data. Added in the .NET 

Framework 4. 

NetworkShortcuts A file system directory that contains the link objects that may exist in the My Network 

Places virtual folder. Added in the .NET Framework 4. 

PrinterShortcuts The file system directory that contains the link objects that can exist in 

the Printers virtual folder. Added in the .NET Framework 4. 

ProgramFiles The program files directory. 

On a non-x86 system, passing ProgramFiles to the GetFolderPath method returns the 

path for non-x86 programs. To get the x86 program files directory on a non-x86 system, 

use the ProgramFilesX86 member. 

ProgramFilesX86 The x86 Program Files folder. Added in the .NET Framework 4. 

Resources The file system directory that contains resource data. Added in the .NET Framework 4. 

SendTo The directory that contains the Send To menu items. 

StartMenu The directory that contains the Start menu items. 

System The System directory. 

https://msdn.microsoft.com/en-us/library/14tx8hby(v=vs.110).aspx


SystemX86 The Windows System folder. Added in the .NET Framework 4. 

Windows The Windows directory or SYSROOT. This corresponds to the %windir% or 

%SYSTEMROOT% environment variables. Added in the .NET Framework 4. 

Figure 17: List of supported environment variables as paths 

Prioritization of processing when there are conflicting paths, in a monitoring profile 

What are conflicting paths? 

The monitoring profile can contain as many paths or file extensions as needed. Hence, it may be the case when a 

certain operation involves a file that matches multiple paths defined in the monitoring profile. For example, an executable 

ŦƛƭŜ ƭƻŎŀǘŜŘ ƛƴ tǊƻƎǊŀƳ CƛƭŜǎΣ ǿƻǳƭŘ ƳŀǘŎƘ ŀ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻŦƛƭŜ ǘƘŀǘ Ƙŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǘǿƻ ǇŀǘƘǎ ŘŜŦƛƴŜŘΥ άώtǊƻƎǊŀƳ 

files]\ϝέ ŀƴŘ άϝ\ϝΦŜȄŜέΦ Lƴ ǘƘƛǎ ŎŀǎŜΣ ǘƘŜ ŦƛƭŜ ƳŀǘŎƘŜǎ ƳǳƭǘƛǇƭŜ ǇŀǘƘǎΦ LŦ ǘƘŜǎŜ Ǉaths have different monitoring settings, then 

the paths are conflicting. With the above example, the [Program files]\ϝ Ƴŀȅ ōŜ ŜȄŎƭǳŘŜŘ ŦǊƻƳ ƳƻƴƛǘƻǊƛƴƎ όά5ƻ ƴƻǘ 

ƳƻƴƛǘƻǊέΣ ǿƘƛƭŜ ǘƘŜ άϝ\ϝΦŜȄŜέ Ƴŀȅ ōŜ ŎƻƴŦƛƎǳǊŜŘ ŦƻǊ άƳƻƴƛǘƻǊ ŜǾŜǊȅǘƘƛƴƎέΦ 

In this case, the program needs to know what to do with the file that matches both path definitions: ignore it, or 

log it. Hence, we have defined a prioritization based on the type of monitoring configured for the matching paths. 

If for an action that involves a file, for which there are conflicting paths configured (it matches more than one path 

ƛƴ ǘƘŜ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻŦƛƭŜΣ ŀƴŘ ǘƘƻǎŜ ǇŀǘƘǎ ŀǊŜ ŎƻƴŦƛƎǳǊŜŘ ŘƛŦŦŜǊŜƴǘƭȅύΣ ǘƘŜ ǇǊƻƎǊŀƳ ǿƛƭƭ ǳǎŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇǊƛƻǊƛǘȅΥ ά5ƻ ƴƻǘ 

ƳƻƴƛǘƻǊέΣ ŦƻƭƭƻǿŜŘ ōȅ άaƻƴƛǘƻǊ 9ǾŜǊȅǘƘƛƴƎέΣ ŦƻƭƭƻǿŜŘ ōȅ άaƻƴƛǘƻǊ ŎƘŀƴƎŜǎ ƻƴƭȅέΦ IŜƴŎŜΣ ƛŦ ŀ ŦƛƭŜ ƳŀǘŎƘŜǎ ǇŀǘƘǎ ŎƻǾŜǊƛƴƎ 

all these configurations, it will be ignored. If it matches paths configured for monitoring changes or everything, it will be 

monitored for everything (including file read operations). 

Export existing monitoring profiles 

Lƴ ƻǊŘŜǊ ǘƻ ŜȄǇƻǊǘ ǘƘŜ ŜȄƛǎǘƛƴƎ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻŦƛƭŜǎΣ ǇƭŜŀǎŜ ŎƭƛŎƪ ǘƘŜ ά9ȄǇƻǊǘέ ōǳǘǘƻƴΣ ƛŎƻƴ . A zip file with the 

necessary data will be created and downloaded by the browser to the default download location. 

Import monitoring profiles 

Lƴ ƻǊŘŜǊ ǘƻ ƛƳǇƻǊǘ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻŦƛƭŜǎΣ ǇƭŜŀǎŜ ŎƭƛŎƪ ǘƘŜ άLƳǇƻǊǘέ ōǳǘǘƻƴΣ ƛŎƻƴ . This action will open a dialog 

which will allow selection of the file storing the monitoring profiles to import. The dialog expects an XML file and allows 

import of ƻƴŜ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻŦƛƭŜ ŀǘ ŀ ǘƛƳŜΦ {ǳŎƘ ŀ ŦƛƭŜ ƛǎ ŎǊŜŀǘŜŘ ōȅ ǳǎƛƴƎ ǘƘŜ άŜȄǇƻǊǘ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻŦƛƭŜǎέ ƻǇǘƛƻƴΣ ƘƻǿŜǾŜǊΣ 

the format in that case is a zip archive of multiple XML files (one for each exported monitoring profile). Hence, you need 

to unzip the exported file and select the desired XML file. The XML files have the same name as the original monitoring 

profile. 

Assign monitoring profiles to computers to be monitored, or to computer groups 

Once custom monitoring profiles are in place, please follow the steps described in chapter 3 subchapter 1 

άaƻƴƛǘƻǊŜŘ ŎƻƳǇǳǘŜǊǎέ in order to use them with the computers you want to monitor.  

3.3 Actions and alerting 

This section describes how to configure TEMASOFT FileMonitor to react to the information being collected by 

TEMASOFT FileMonitor agents. As soon as information is collected on the computers to be monitored, it is sent by the 

TEMASOFT FileMonitor Agent to the TEMASOFT FileMonitor Server. Upon receiving the information, the TEMASOFT 

FileMonitor Server is able to act on the information in various ways. By default, provided you do not configure anything 

in this section, the information will be archived in the database and no further actions are taken. However, you can 



configure the product to ignore or alert on certain type of information, based on various parameters that will be described 

in this chapter. This allows you to get an email when a certain folder is being accessed, or when a certain file is modified, 

which is very useful for various use cases. For example, if you run a website, then you will find it useful to have a 

notification whenever a configuration file for the web server or the website itself changes (or when the source file of the 

website changes ς ǇƻǘŜƴǘƛŀƭ άŘŜŦŀŎƛƴƎέ ŀǘǘŀŎƪύΦ 

In order to work to manage the actions and alerts, please follow these steps: 

o Open the TEMASOFT FileMonitor web console by accessing http://localhost:1753/FileMonitor (assuming you 

are on the same machine where the TEMASOFT FileMonitor server has been installed ς otherwise, please 

ǊŜǇƭŀŎŜ άƭƻŎŀƭƘƻǎǘέ ǿƛǘƘ ǘƘŜ ŀǇǇǊƻǇǊƛŀǘŜ ¢9a!{hC¢ CƛƭŜaƻƴƛǘƻǊ {ŜǊǾŜǊ Ltύ 

o bŀǾƛƎŀǘŜ ǘƻ ǘƘŜ ά{ŜǘǘƛƴƎǎέ ǇŀƎe; 

o /ƭƛŎƪ ƻƴ ǘƘŜ ά!Ŏǘƛƻƴǎ ŀƴŘ ŀƭŜǊǘǎέ ƳŜƴǳ ƻǇǘƛƻƴΤ 

A list of defined actions and alerts will be presented, together with all the needed management options. 

 

Figure 18: Actions and alerts 

Default actions  

By default, there is a single action defined in the product, but its state is disabled. If enabled, the action will cause 

ǘƘŜ ǇǊƻŘǳŎǘ ǘƻ ƛƎƴƻǊŜ ǘƘŜ ǇǊƻŎŜǎǎ ŀƴŘ ŦƛƭŜ ŀŎǘƛǾƛǘȅ ƻŦ ǳǎŜǊǎ ŎƻƴǘŀƛƴƛƴƎ άb¢ !ǳǘƘƻǊƛǘȅέ ƻǊ άϷέ ƛƴ ƻǊŘŜǊ ǘƻ ǊŜŘǳŎŜ ƴƻƛǎŜ 

generated by normal system operations of the system or computer accounts. You should enable this action if you find 

such noise in the data you are receiving. Note, however, that there may be potentially dangerous operations that run in 

system security context that you should watch for. You can further narrow down the operations being ignored by adding 

more conditions to the filter of the action, as described in this chapter. 

Default alerting templates 

http://localhost/FileMonitor


The alerting templates regulate how the email notifications are being built. You can define custom alerting profiles 

that fit various use cases and then assign these alerting templates to actions and alerts. By default, there is an alerting 

template that defines the notification as follows: 

o Email subject: FileMonitor Message for activity recorder on {Computer} 

o Email body: This is an e-mail message sent automatically by FileMonitor for file activity on {COMPUTER} 

Event information: 

Timestamp: {TIMESTAMP} 

Event type: {STATUS} 

Target file/folder: {FILE NAME} 

Process information: {EXECUTABLE PATH} 

Action: {ACTION} 

User name: {USERNAME} 

The event-specific parameters, or placeholders, presented above, will cause the email notification to get 

populated with the values of those fields for the specific event that triggered the notification. For more information on 

the available event-specific fields, their meaning and possible values, please see chapter 6, ǎǳōŎƘŀǇǘŜǊ ά9ǾŜƴǘ CƛŜƭŘǎέ 

If you need more information in the alerting template, included either in the subject or email body, please change 

the default template, or create a custom one. 

Creating custom alerting templates 

In order to create a custom alerting profile, please follow these steps: 

o Click on ǘƘŜ ά!ƭŜǊǘ ǘŜƳǇƭŀǘŜǎέ ǘŀō 

o /ƭƛŎƪ ƻƴ ǘƘŜ άtƭǳǎέ ōǳǘǘƻƴΣ ƛŎƻƴ  and a new dialog will appear: 

Á Enter a name for the template; 

Á 9ƴǘŜǊ ŦǊŜŜ ǘŜȄǘ ƛƴ ǘƘŜ ŦƛŜƭŘ ά9Ƴŀƛƭ ǎǳōƧŜŎǘέ ǘƻ ŘŜŦƛƴŜ ǘƘŜ ǎǳōƧŜŎǘ ƻŦ ǘƘŜ ƴƻǘƛŦƛŎŀǘƛƻƴΤ 

Á 9ƴǘŜǊ ŦǊŜŜ ǘŜȄǘ ƛƴ ǘƘŜ ŦƛŜƭŘ ά9Ƴŀƛƭ ōƻŘȅέ ǘƻ define the body of the email; 

Á In order to insert event-specific information, or placeholders, in the subject or body of the email, 

please ŎƭƛŎƪ ƻƴ ǘƘŜ άƭŀōŜƭέ ōǳǘǘƻƴΣ ƛŎƻƴ . A list of available placeholders will appear and you 

can select and insert items ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άƻƪέ button; 

Á /ƭƛŎƪ ά{ŀǾŜέ when done, in order to save the alerting template. The template can now be assigned 

ǘƻ ŀƴ ŜȄƛǎǘƛƴƎ ƻǊ ŀ ƴŜǿ ŀŎǘƛƻƴΣ ƻƴ ǘƘŜ ά!Ŏǘƛƻƴǎέ ǘŀōΦ 



 

Figure 19: Add or edit an alerting template 

Lƴ ƻǊŘŜǊ ǘƻ ŜŘƛǘ ŀƴ ŜȄƛǎǘƛƴƎ ŀƭŜǊǘƛƴƎ ǘŜƳǇƭŀǘŜΣ ǇƭŜŀǎŜ ŎƭƛŎƪ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ άDŜŀǊέ ōǳǘǘƻƴΣ ƛŎƻƴ  to open the 

dialog in Figure 19. 

In order to delete an existing alerting template, please select it, by ticking the corresponding tick box, and click 

ǘƘŜ ά5ŜƭŜǘŜέ ōǳǘǘƻƴΣ ƛŎƻƴ . 

Adding / editing actions 

Prerequisites 

o First, identify the information that you want to be alerted on. For example, when a certain file is copied, or 

the ACL for files in a certain folder changes; 

o Visit chapter 6, ǎǳōŎƘŀǇǘŜǊ ά9ǾŜƴǘ CƛŜƭŘǎέ to find the relevant fields that you need to use for building the 

appropriate condition for your requirement. In the above example, the condition would be Action = File copy 

or Action = File security changed; 

o Now you know how to match the specifics of your use case to the inners of the product and enable this action 

to be triggered only in the specific circumstances that you are interested in. 

Adding actions 

o /ƭƛŎƪ ƻƴ ǘƘŜ ά!Ŏǘƛƻƴǎέ ǘŀōΤ 

o /ƭƛŎƪ ƻƴ ǘƘŜ άtƭǳǎέ ōǳǘǘƻƴΣ ƛŎƻn , a new dialog will appear; 

o Enter a name for the action; 

o Optional: enter a description to expand on the use of this action; 

o Select a priority: 

LƳǇƻǊǘŀƴǘ ƴƻǘŜΥ 9ŀŎƘ ŜǾŜƴǘ ǎŜƴǘ ǘƻ ¢9a!{hC¢ CƛƭŜaƻƴƛǘƻǊ {ŜǊǾŜǊ Ŏŀƴ ƳŀǘŎƘ ŀ ǎƛƴƎƭŜ ά!ŎǘƛƻƴέΦ hǊΣ ǘƘŜ ƻǘƘŜǊ 

way around, if an event comes in, and there are multiple actions that would be triggered by this event, only 

the action with the lowest priority value (highest priority) will trigger. Hence, priorities are important. You can 

select them when creating or editing an action, or by dragging actions up and down in the main view. When 

using this system, for best results, it is advised to have more granular actions with lower priority value (higher 



priority) and more generic actions with higher priority value (lower priority). Thus, the granular rules will 

trigger first and leave the rest for the more generic rules.  

o Optional: Disable action: tick this tick box if you want to save the action, but not enable it. This is helpful if you 

are creating configurations for multiple instances, or if you want to have an organized structure of actions you 

may need, and only enable the ones you want, when you want. 

o Action details: here is where you define what the action does: 

Á Ignore event: if you tick this tick box, the events that match this action will be ignored; they will 

not show up in the reports and data viewer; 

Á Optional: Event tag: This field enables you to tag the events that match the conditions of this rule 

with a label. This makes it very easy to find this information at a later stage, or report on it. For 

ŜȄŀƳǇƭŜΣ ȅƻǳ Ŏŀƴ ǘŀƎ ŀƭƭ ŜǾŜƴǘǎ ǘƘŀǘ ƛƴǾƻƭǾŜ ŎƻǇȅƛƴƎ ōƛƴŀǊƛŜǎ ǘƻ ²ƛƴŘƻǿǎ ŦƻƭŘŜǊ ŀǎ άƛƳǇƻǊǘŀƴǘέΦ 

¢ƘŜƴ ǎƛƳǇƭȅ ŎǊŜŀǘŜ ŀ ǊŜǇƻǊǘ ŀƴŘ ǎŜƭŜŎǘ ŀ ŎƻƴŘƛǘƛƻƴ ƭƛƪŜ ¢ŀƎ Ґ άƛƳǇƻǊǘŀƴǘέ ǘƻ ǊŜǇƻǊǘ ƻƴ this 

information; 

Á Alert templates: select an alert template which will define how the notification will look like, and 

what information will the notification contain. Please see the previous section on alerting 

templates for more details. If you are not sure what to do, please use the default alert template; 

Á Email addresses: enter the email addresses that you want the notification to be sent to, when an 

event that matches the condition of the alert will be collected; 

o Define the conditions that need to be met for this action to trigger: clicƪ ƻƴ ǘƘŜ ά/ǊŜŀǘŜ CƛƭǘŜǊέ ƭƛƴƪΦ ! ƴŜǿ 

dialog will appear. Please see ŎƘŀǇǘŜǊ сΣ ǎǳōŎƘŀǇǘŜǊ ά¦ǎƛƴƎ CƛƭǘŜǊǎέ for information on how to build filters. 

Please see ŎƘŀǇǘŜǊ сΣ ǎǳōŎƘŀǇǘŜǊ ά9ǾŜƴǘ CƛŜƭŘǎέ for information on the fields available as filtering conditions, 

and their possible values. 

 



 

Figure 20: Add or edit action. Example. 

 

Action item options 

IƻǾŜǊ ƻǾŜǊ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ άDŜŀǊέ ōǳǘǘƻƴΣ ƛŎƻƴ in order to bring up the menu containing the item related 

options: 

o Edit: click on edit if you want to edit this action. The dialog in Figure 20 will show up; 

o Delete: click on delete if you want to delete this action; Alternately, you can delete an action by selecting it 

viŀ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǘƛŎƪ ōƻȄΣ ŀƴŘ ŎƭƛŎƪƛƴƎ ǘƘŜ ά5ŜƭŜǘŜέ ōǳǘǘƻƴΣ ƛŎƻƴ ; 

o Make a copy: click this option if you want a copy of the action to be created. This is useful when you need to 

create multiple actions with similar conditions: you can create one, then create copies of it which you can 

briefly edit to match your needs. 

Export existing actions 

o Lƴ ƻǊŘŜǊ ǘƻ ŜȄǇƻǊǘ ǘƘŜ ŜȄƛǎǘƛƴƎ ŀŎǘƛƻƴǎΣ ǇƭŜŀǎŜ ŎƭƛŎƪ ǘƘŜ ά9ȄǇƻǊǘέ ōǳǘǘƻƴΣ ƛŎƻƴ . A zip file with the necessary 

data will be created and downloaded by the browser to the default download location. 



Import existing actions 

o Lƴ ƻǊŘŜǊ ǘƻ ƛƳǇƻǊǘ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻŦƛƭŜǎΣ ǇƭŜŀǎŜ ŎƭƛŎƪ ǘƘŜ άLƳǇƻǊǘέ ōǳǘǘƻƴΣ ƛŎƻƴ . This action will open a dialog 

which will allow selection of the file storing the monitoring profiles to import. The dialog expects an XML file 

ŀƴŘ ŀƭƭƻǿǎ ƛƳǇƻǊǘ ƻŦ ƻƴŜ ŀŎǘƛƻƴ ŀǘ ŀ ǘƛƳŜΦ {ǳŎƘ ŀ ŦƛƭŜ ƛǎ ŎǊŜŀǘŜŘ ōȅ ǳǎƛƴƎ ǘƘŜ άŜȄǇƻǊǘ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻŦƛƭŜǎέ 

option, however, the format in that case is a zip archive of multiple XML files (one for each exported action). 

Hence, you need to unzip the exported file and select the desired XML file. The XML files have the same name 

as the original action. 

3.4 Email settings 

This section describes the configurations needed for enabling email alerting.  

o Open the TEMASOFT FileMonitor web console by accessing http://localhost:1753/FileMonitor (assuming you 

are on the same machine where the TEMASOFT FileMonitor server has been installed ς otherwise, please 

replace άƭƻŎŀƭƘƻǎǘέ ǿƛǘƘ ǘƘŜ ŀǇǇǊƻǇǊƛŀǘŜ ¢9a!{hC¢ CƛƭŜaƻƴƛǘƻǊ {ŜǊǾŜǊ Ltύ 

o bŀǾƛƎŀǘŜ ǘƻ ǘƘŜ ά{ŜǘǘƛƴƎǎέ ǇŀƎŜΤ 

o {ŜƭŜŎǘ ά9Ƴŀƛƭ ǎŜǘǘƛƴƎǎέ ƛƴ ǘƘŜ ƭŜŦǘ ƳŜƴǳΤ 

 

Figure 21: Email settings page 

o /ƭƛŎƪ ƻƴ ǘƘŜ ά9Řƛǘέ ōǳǘǘƻƴ ŀƴŘ ŀ ƴŜǿ ŘƛŀƭƻƎ ǿƛƭƭ ŀǇǇŜŀǊΤ 

Á Enter the name or IP of an email server; 

Á Enter the email server communication port; 

Á LŦ ǘƘŜ ǎŜǊǾŜǊ ǊŜǉǳƛǊŜǎ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ǇƭŜŀǎŜ ǘƛŎƪ ǘƘŜ ǘƛŎƪ ōƻȄ ά{ŜǊǾŜǊ ǊŜǉǳƛǊŜǎ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴέ 

¶ The dialog will present the authentication options: 

o Account name: enter the account name that you want to use; 

o Password: the password for the account name that you want to use; 

o Confirm password: enter the above password again, for confirmation; 

o Email recipient(s): please enter here the email addresses of the administrator(s) of TEMASOFT FileMonitor. 

These email addresses will be used for system notifications about updates, licensing, and eventual product 

http://localhost/FileMonitor


issues; Please note that these email addresses will NOT be used for notifications generated as a result of a 

ǇǊƻŘǳŎǘ ŀŎǘƛƻƴΣ ŀǎ ŘŜŦƛƴŜŘ ƛƴ ŎƘŀǇǘŜǊ оΣ ǎǳōŎƘŀǇǘŜǊ ά!Ŏǘƛƻƴǎ ŀƴŘ ŀƭŜǊǘƛƴƎέΦ 9Ƴŀƛƭ ŀŘŘǊŜǎǎŜǎ ŦƻǊ ǘƘƻǎŜ 

notifications are defined in the action settings. For more information, please see chapter 3, subchapter 

ά!Ŏǘƛƻƴǎ ŀƴŘ ŀƭŜǊǘƛƴƎέ. 

o /ƭƛŎƪ ά{ŀǾŜέ ƛƴ ƻǊŘŜǊ ǘƻ ǎŀǾŜ ǘƘŜ ǎŜǘǘƛƴƎǎΦ 

 

Figure 22: Email server details configuration 

 

3.5 Database settings 

TEMASOFT FileMonitor Server stores the file and application activity received from TEMASOFT FileMonitor 

Agents, in an SQL Server database. The post install configuration wizard allows configuring the database on an existing 

aƛŎǊƻǎƻŦǘ {v[ {ŜǊǾŜǊϰ instance (including existing Express or Compact editions). Using this option implies filling in 

information about the type of authentication to be used (Windows integrated, or SQL Server authentication) together 

with the necessary details such as user name and password, if the case. TEMASOFT FileMonitor Server requires DBO rights 

on the TEMASOFT FileMonitor database. Alternately, if there are no such instances available, the wizard can deploy an 

SQL Server Express edition on the machine and use it as database backend. 

Changing / adding an SQL Server configuration 

 If you have skipped the above step during the post install configuration, or if you wish to change the database 

ōŀŎƪŜƴŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻǊ ǘƘŜ ƳŀƛƴǘŜƴŀƴŎŜ ƻǇǘƛƻƴǎΣ ȅƻǳ Ŏŀƴ Řƻ ǎƻ ƛƴ ǘƘŜ ά{ŜǘǘƛƴƎǎέ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ ¢9a!{hC¢ CƛƭŜaƻƴƛǘƻǊ 

Server Console by following the below steps: 

o Open the TEMASOFT FileMonitor web console by accessing http://localhost:1753/FileMonitor (assuming you 

are on the same machine where the TEMASOFT FileMonitor server has been installed ς otherwise, please 

ǊŜǇƭŀŎŜ άƭƻŎŀƭƘƻǎǘέ ǿƛǘƘ ǘƘŜ ŀǇǇǊƻǇǊƛŀǘŜ ¢9a!{hC¢ CƛƭŜaƻƴƛǘƻǊ {ŜǊǾŜǊ Ltύ 

o bŀǾƛƎŀǘŜ ǘƻ ǘƘŜ ά{ŜǘǘƛƴƎǎέ ǇŀƎŜΤ 

o {ŜƭŜŎǘ ά{v[ /ƻƴŦƛƎǳǊŀǘƛƻƴέ ƛƴ ǘƘŜ ƭŜŦǘ ƳŜƴǳΤ 

http://localhost/FileMonitor


o A new page will be displayed showing the current SQL Server settings and database maintenance options; 

 

Figure 23: SQL Configuration page 

o Lƴ ƻǊŘŜǊ ǘƻ ŎƘŀƴƎŜ ƻǊ ŀŘŘ ŀƴ {v[ {ŜǊǾŜǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǇƭŜŀǎŜ ŎƭƛŎƪ ǘƘŜ ά9Řƛǘέ ōǳǘǘƻƴΤ 

Á A new dialog will appear; 

Á Enter the SQL Server instance name; 

¶ If you are running SQL Server on a custom port, enter that port after the SQL Server 

instance name, separated by a comma (example: MySQLInstance1,1200) 

Á Select the authentication type: Windows integrated or SQL Server authentication; 

Á Enter a name for the TEMASOFT FileMonitor Database; 

Á If the latter, provide an SQL Server logon and password with enough rights to: 

¶ Connect to the SQL Server instance; 

¶ Create database; 

¶ Take ownership of the database in order to perform maintenance, if needed; 

Á hǇǘƛƻƴŀƭ όǊŜŎƻƳƳŜƴŘŜŘύΥ /ƭƛŎƪ ǘƘŜ άǘŜǎǘ ŎƻƴƴŜŎǘƛƻƴέ ōǳǘǘƻƴ ǘƻ ƳŀƪŜ ǎǳǊŜ ǘƘŜ ǎŜǘǘƛƴƎǎ ŀǊŜ 

correct; 

Á /ƭƛŎƪ ά{ŀǾŜέ ǘƻ ǎŀǾŜ ȅƻǳǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴ. 



 

Figure 24: SQL server details 

Important note:  The database configured in this section will be used to store newly collected information. 

However, the UI layers exposing TEMASOFT FileMonitor data, such as Reporting or Data Viewer, allow independent 

connectivity to other (distinct) TEMASOFT FileMonitor databases. You can see the current database being used by these 

UI layers at the top of the corresponding page and you can change the current database from there. More information 

will be provided in the corresponding sections of this manual for reporting and data analysis. 

Changing / adding database maintenance options 

The database containing the TEMASOFT FileMonitor data can grow large in time and this may have an effect on 

the performance of reporting or data collection. In such circumstances, it is advised to implement a database maintenance 

policy, depending on the retention needs and available hardware resources. In order to implement a database 

maintenance policy, please follow these steps: 

o /ƭƛŎƪ ǘƘŜ ά9Řƛǘέ ōǳǘǘƻƴ ƻn the page in Figure 23 showing the current SQL Server settings and database 

maintenance options; 

o On the dialog in Figure 24Σ ƴŀǾƛƎŀǘŜ ǘƻ ǘƘŜ άaŀƛƴǘŜƴŀƴŎŜέ ǘŀōΤ 

o ¢ƛŎƪ ǘƘŜ ά9ƴŀōƭŜ ŘŀǘŀōŀǎŜ ƳŀƛƴǘŜƴŀƴŎŜέ ǘƛŎƪ ōƻȄΤ bŜǿ ƻǇǘƛƻƴǎ ǿƛƭƭ ōŜŎƻƳŜ ŀǾŀƛƭŀōƭŜ Ǿƛŀ ǘǿƻ ǊŀŘƛƻ ōǳǘǘƻƴǎΥ 

database rotation and database cleanup; 

Á Choose rotation to rotate the databases (create a new database) when certain criteria is met; 

¶ Select when to perform database rotation (weekly or monthly); 

¶ Set a limit to the number of databases created by the database rotation mechanism; 

Á Choose cleanup if you do not need to store information for more than a certain period of time; 

¶ Choose when the cleanup operation runs: daily, weekly, monthly; 

o /ƭƛŎƪ ά{ŀǾŜέ ǘƻ ǎŀǾŜ ȅƻǳǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴΦ 

Notes on database maintenance 

 The database maintenance jobs work in the following way: 

o If the database maintenance is on, TEMASOFT FileMonitor will execute an index defragmentation operation 

between 00:00 and 01:00 AM, if the average fragmentation of the indexes is over 25%; 

o When using SQL Server Express ς where there is a 9 GB limitation for the database size ς the database rotation 

schedule may be ignored, because TEMASOFT FileMonitor will automatically rotate the database when it 

reaches the maximum allowed database size; If the database does not reach the maximum size, the rotation 

operations take place as scheduled (weekly or monthly), between 00:00 and 01:00 AM; 



o The DB cleanup operation runs as scheduled (daily, weekly, monthly) between 00:00 and 01:00 AM; If an 

operation is missed because the server is down between 00:00 and 1:00 AM, then the cleanup operation will 

run immediately after the sever is started; 

3.6 Role-based access settings 

Role-base access to the TEMASOFT FileMonitor Console allows definition of the Windows users who are allowed 

to use the web application, as well as the type of access granted to each allowed user: no access, full access or read-only 

access. Read-only access allows the user to view the data, but prevents him or her from changing the product 

configuration. In order to configure role-based access to the TEMASOFT FileMonitor Server Console, please follow the 

below steps: 

o Open the TEMASOFT FileMonitor web console by accessing http://localhost:1753/FileMonitor (assuming you 

are on the same machine where the TEMASOFT FileMonitor server has been installed ς otherwise, please 

ǊŜǇƭŀŎŜ άƭƻŎŀƭƘƻǎǘέ ǿƛǘƘ ǘƘŜ ŀǇǇǊƻǇǊƛŀǘŜ ¢9a!{hC¢ CƛƭŜaƻƴƛǘƻǊ {ŜǊǾŜǊ Ltύ 

o bŀǾƛƎŀǘŜ ǘƻ ǘƘŜ ά{ŜǘǘƛƴƎǎέ ǇŀƎŜΤ 

o /ƭƛŎƪ ƻƴ άhǘƘŜǊ ǎŜǘǘƛƴƎǎέ ƛƴ ǘƘŜ ƭŜŦǘ ƳŜƴǳΤ ! ƴŜǿ ǾƛŜǿ ǿƛƭƭ ƭƻŀŘΤ 

o bŀǾƛƎŀǘŜ ǘƻ ǘƘŜ ά¦ǎŜǊǎέ ǘŀōΤ 

o The tab contains a list of users who have access to the TEMASOFT FileMonitor Server Console, and their access 

rights. By default, the user who has installed TEMASOFT FileMonitor Server has full access and will be listed 

as such in this view; 

 

Figure 25: Manage role-based access 

 

Adding or editing user access rights 

¸ƻǳ Ŏŀƴ ŀŘŘ ƴŜǿ ǳǎŜǊǎ ŀƴŘ ŀǎǎƛƎƴ ǊƛƎƘǘǎ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άtƭǳǎέ ōǳǘǘƻƴΣ ƛŎƻƴ . A new dialog will open. 

o Enter the user name you wish to assign rights to access the TEMASOFT FileMonitor Server Console; 

o Enter the desired right. Possible values:  

http://localhost/FileMonitor











































































